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B Desktop . en-US 22/07/2019 09:04 File folder
4 Downleads || CitrixBase.admx 19/07/2019 12:28 ADMX File 2 KB
=l Recent places || CitrixFederated AuthenticationService.admzx 19/07/2019 12:28 ADMX File 4KE
i 18 This PC
A
3 items =

ATy T2. INSZ KXY O—7—ICdE—L. C:\Windows\PolicyDefinitions$ & Ufen-
USH T T #ILZ—ICEEL £,

AT v 73. Microsoft Management Console (AY > R 51 >H5mmc.exe) ZR{TLF I, X
—a—N—H5H6. >ZTFERLET, ZEMLET,

TIN—TRIS—FTz I CDANERO N6, ZFIRL. ZFRLFT, F£ld. £
DOY—)ILEZFERLT. BEICELERVS—A TSI M ERE LI EIRTZCHTEET,
CDRID—F. BEREZRITBCitrixV 7 b7 (VDAL StoreFrontth—/N\—, EEVY—JL) %
ETLTVWERIRTOIY I VISEATZRENHD £,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 15



77l —> 3 EREE—E X 2203 LTSR

= Console1 - [Console Root] == &
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(5] Cansole Root ‘ Name Welcome to the Group Policy Wizand — | Actions
Add — WM
Mare Actions 3
‘four can select snap-ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Availshle snap-ns: or o a laeal computer.
Snap-n Veni~ | Uise the Browae button to select a Group Policy Object.
=Deviee Manager Micr ® Pokcy
" oHce M
= Disk Management Mer
E ons M Group Policy Object-
FEnkerprise FKT M = | |
{2] Event wiawer M
IFalder Mer E
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ATy 4. A2 —2—DBRIR) >—IBEBRAT 7L — KCitrix AV R—2 > MNEBEEICH B
TIr7L—>3 5858F—EXIRD) O —ICBEIL £ 95

File Action View Help

o | HE 2 HE T

=/ Default Domain Policy [DJW-DC.DIW.NET] Policy
~ il Computer Configuration
w [ Policies
» [7] Software Settings
» [ Windows Settings
~v [°| Administrative Templates: Policy definit
~ [7] Citrix Components
| Authentication
» [] Control Panel
» [ Netwaork
[ Printers
[ Server
» [7] Start Menu and Taskbar
> ] System
» [ Windows Components
[ Al Settings
» [ Preferences
v ¢, User Configuration
» [ Policies
5[] Preferences

Federated Authentication Service Setting

Federated Authentication Service
Storefront FAS Rule

|| In-session Behavior

Edit policy setting

Description:

Servers running the Federated
Authentication Service integrate your
Citrix environment with your Active
Directory infrastructure to allow users
to log in with non-Active Directory
credentials (e.g. SAML assertions).

If you enable this policy, you should
specify a list of servers running the
Federated Authentication Service
identified by their FQDNs (e.g.
fasserver.company.com).

< >
< > |" Bxtended A Standard /
3 setting(s)
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E Federated Authentication Service Previos Seting S
() Mot Configured Comment:
(®) Enabled
() Disabled
Supported on:
Options:
FQDONs
List the installed servers in Value
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FODMs | Show o fas1.citrixtest net|
1]
QK | | Cancel
OK Cancel Apply
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@ In-session Behavior Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Dizabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process ~

Prompt Scope | Per- e 9 policy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

20 | -

] - In-zession Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BMCTDE. CORIVS—DEMCED, FAST—2 1Ty O XA 1—H—DVDAE Y 3
VTEITEDELSICHEDET,

M- TRE. CORDS—PDERICED, FAST— Y 7O IRETINGLSBED ET,

7Oy~ ~oEH

CORI=HBMCHE->TWBIHE. 7OV OEEIZ. 77U r—>arhieyiarR
APAEZFR IS ZFA T3 ODEEZI——ICKRDZHEZHHL F£9, 3204
2avhHoFERT,

s ABARE-— AT arvidtFalT« 7OV T A2 EMICL. WERIIT AL > MIER
TNET,

s 7OEACEORE—XTHROEZETOY Z LHMERICRAEZRD T,
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c Ly aYIoORABE—A—H—-NOKEI v ITRL. Lty avADIRTOTOT S
LISERAINE Y,

BEOXALT Vb

CORIS—DEMIHE->TVWBIFE. ABEDACLTY NI, BEHIFEY S8R FEEALD)
EHIELE Y, e zid. 300MICHRETD &, A—F—I5neic 7Oy T hhARREINE
T, EATODBRE. MERBOBECCICA—F—ICOY TR TINE T,

O 2 KDYl
COR)—DEMIR->TWVWRHEE. I——hrEEZzO0vI TS, I—HF—DtEvia>
IIEENICTIENE I, COMEEIX. TAY—FAO—FREDALEEOYIK R > —EEFKD
EFEZRME L. 32— —H'Active DirectorydJ 7 Y ERIBERZF o> TLVAR VKR TRIIB XY,

0w 7ROYHR) > —iE. VDAEDTRTOE Y 3 VICBERAINE T,

JxT7L—>a Eir—EXBEIVY —ILOER

FASBIEOYY —ILIFIFCACEDERICEL TWEIH. PowerShellf X —7 =1 Xl &K
DEELRA TS aVwRMHLET, FAS PowerShell I > KL w EDFEFMICDWVWTIE.
PowerShell ¥ RLw rEESBLTLEETL,

FASEBIEO>YY —JLIFFASO—ER L TA VR b—ILENE T, 7 > (Citrix Federated
Authentication Service) XX — X Za—IlBETNE T,

EEIVY - ZUHTERTZ L. ARAET VT —FOER. AAREDORE. EXUFASH
AR AT 21O DA Z1TS 7O AV EREINE T, —EDFIEIZ. OSKERY —I)L%Z
FERALTFHTRTIBHLHTEET,

FASEIEOYY —)LiE. T7#) rTO—HILOFASHY —E R ICEHELET T, HEICSLCT. O
V=ILOALIZH B —N—ICEREZFERLT)E— M —ERICERTET XY,
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&+ Citrix FAS Administration Console - connected to localhost

Initial Setup Rules  Advanced

Complete these setup steps:

Deploy certificate templates

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O X

I Connect to another server I Refresh

Deploy

Authorize

Create

Connect

AAET T — N 2EBRAT S

oY 7 bz 7 EOREERMYOREZ LR T 57, FASIZIREDRRED ®IZ3DDCitrixsE

BRET 7L — b Z2RMELE T,

» Citrix_RegistrationAuthority_ManualAuthorization
» Citrix_RegistrationAuthority

» Citrix_SmartcardLogon

oD T > FL— hFActive DirectoryICETRT 2HENHD £, BRI >Z7 ) v I L.

OKZzZUwvILEY,
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&4 Deploy Certificate Templates X

Important:

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

T —FDOEHIE. FASEEHIZA VR b—IL TN BILERF certificatetemplate DXML 7T 7

WICHD T,

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

SERAE T > L — b7 # LA —, (len-us/federated-authentication-service/2203-Itsr/media/

certificate-templates.png)

NEDTYTL—bT7 700 %A VR N—ILT ZHERMN R VIS EIZ. Active DirectoryEIE#& |
EBLTLIETL,

FOTL—brEFHTA VA M=ILTBICIE. TOTFTL— 2SO THILA—HDEXD
PowerShell ¥ > RZRTLF T,

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late™")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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$CertEnrol.InitializeImport($template)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active DirectoryslFBHE Y —EXZty F 7V 93

CitrixiEBBE T > L — b Z 1 VX =)L L7, 1D EDMicrosoft EnterprisesEEA#&REH — /N —
TRHATIHBENHD 9, Active DirectoryisEFAE T —E XDEMAZEICDWVTIE. Microsoftd
FEaX>hzEsBLTIIZT0W,

T L= DDA EHIDDHT—N—TLRHEINTULARVWSEIE. SEEAMEODLEY F 7 v 7%
FRALTARLEY, TNk, AR ZEIR T 3ERZIF DI —HF— LTITSHURELHD X
ER

(GERRZE T > 7L — M. Microsof sERA#RE 1> Y — L2 ERALTARTZEHTEE T, )

A—7 7 1 X & N7-Ef&(/en-us/federated-authentication-service/2203-Itsr/media/setup-cert-
authority.png)

JxT7L—TY REBEEY—EXZEERTS
COFIEICED. FASOEGZENMFHEINE T, BIEI>Y —ILI.

Citrix_RegistrationAuthority_ManualAuthorization7> L — k Z{EB L TEEAZERZ4ER L. £
DT>FTL—bZRALTWABAKEDOWVLTNMNMIXEFL £,

O—#1 35 A4 X & NizEfR(/en-us/federated-authentication-service/2203-Itsr/media/authorize-

service.png)

EBRHPEEINS L. MicrosoftSFEA#EE > Y —ILORBHRDER ) X M iZ. FASYS VT hHY
YEDSDFEREHRDERY LTERTREINE T, FASOEMZEITT 301IC. SIEAEEEEIZER
EFRITEITIES T 3HRELRHD £,
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EEEDNRITENRBEBTZERIBZET. FASEEIV YV —ILIBEY —KED TREF— B
RIREINF T,

MicrosoftsEER#&RE O > —IL T, SARTDER IV =2H0 ) v L. SEBAZERICH L TRITE-
IFEBZEIRLE T, BITEBIRT L. FASEIEOYY — LICESEIRAEARTINE T, R
EEIRTDE. AV —ILICIS—XytE—IhRRTINE T,

O—#1 354 X &N i-EfR!(/en-us/federated-authentication-service/2203-ltsr/media/pending-
request.png)

FASEIEO>Y —J)Lid. COTOEIDNRT T2 EEHBRICKRELEX T, CNIIZBEOHIHB5E
NHHFT,

A—7 71 X & N7-E%! (/en-us/federated-authentication-service/2203-Itsr/media/waiting-
approval.png)

IL—=ILZBRT S

FASId. StoreFrontQIERICIE> T VDAOT A > H LV Yy > 3 VY AFHDI-H DIEEEDRT
TERTDEHIIIN—NZFERBLET, BIL—ILIE EEZEZERTZCZEFEEINATVS
StoreFronttf —/N\—. ENSZBRTET 31— —Dtv b, BLVENSZFEHATZEZFHH
TNTWBVDAR > YDty hZIBEL T

FASIZ. DR EHIDDIL—IEZERB IUVBRTIHNENHD £9, ldefaulty &WLDSHEID
IW=IZERTZ 2O LET, BERS. 77 xJ)L LTIE. StoreFronth FASICIEST T 5
BRI Tdefaulty &€ WSEFIDIL—ILEERTDZIHNS5TY,

BRBZHAPET I L— b CAIBKREZESRL. ER37O/NTr CHERZEF DL SICHERT S
BMOHORZLIL—=IIZERTEEd, cNE5DIL—ILIE. BA BStoreFrontth —/N\—F7=1&
Workspace CEEE T2 LD ICHEBRTEE 9, JIL—TFRU—BRA T a>zFERLT.
StoreFrontth —/N—HD A XX LI = Z BB CTERT D LS ICEBREL T,

R (F7cE TIL—=ILy 2T DI—IDER) 20Uy o LT IL—ILZ2ERT 37cdDIEHR%E
INET DI -V« —FZRBLEI, TIL—Il) T2 BIL—IILOBENRTEN
F9o

O—#1 54 X &N izEf! (/len-us/federated-authentication-service/2203-Itsr/media/user-rules.png)

T4 F—RICE>TUATOERNMNESNE T,
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ToFL— b A —-RAEORTICERINSRET > TL—FTT, i
Citrix_SmartcardLogon7T > 7L — k. £/IZZDEESNIIAE—THIVELH D £ (G
%7__\/70[/_ I\%%/ﬁﬁ) o

SFERHEEY: 10— —EERAE Z HIT I DAFAKBETY, 7 7L — MIEERAKBICK > TRHATINT
WBREBHLHD F9, FASIZ. 7T —ILA—N\—C BREDED - ICEBOIEKE DB %

AR—FLTVWET, BIRLIAIAEEAD A T—2 XN 7oL — MIERRE] CRREINTWVWS
CCTERERELTLLIETW, FRKEDEEZSRL TS

vy aryRER: v ayYREREFAA 7S 3 vid. VDANDOOS 7 VEICEIERZE#FERAT
IEQESHEFELET,

. t"y‘“/a‘/Wﬁﬁﬁ’&%ﬁ[b‘%ﬁéhfb\@u%A (T b, #2D) —FIREIOIACF
IEBERICOAMEASN. I—F—IIERERICEREICT I/ LA TETFE A

sty a REREFANBEIRENTUVRHE—1—F — 3R RICGIRAEICT IV EXTERX
To FLALDEBERIFICDA T a2 BRINESTIEHD FEA. 1V 53Ry FWebtr
1T 7MIVHERYE, VDALY aYALNSTI/EREIND Y —RId. Kerberos> >
WHA AV EFRALTT7IEATESR D, £y a YRNERAZIIVEDLHD FH A

Mty a YATOEAZHF ZERLIBE. Ly aYREMET LTRSS —HBM

ICLTVDAICER T 2HENHD £, FAZEIE. OJAVRICT TV —2 3> TERATS
feHICI—F—DEAGZEREX FTICEEBEENE T, It XIE VDALY 3 YA TWebH —
IN—=ADTLSFEREENRELRIHZE. FEEAZE (XInternet Explorer CERATE £ 95

722> bO-=)1 : A—5—0OJA > FHIIBEGO-OICAIBAZZERTI
HFaEIhhTW3. 58 FAStoreFrontth  —/N—< > > D XA by TNEDIRTDIERICDULT,
BL2DADA TS T bEIFTIN—TEEBMTEET,

r

[PoLZXaY hO—-)) BEREF1UF LEETHD, BEICBETIHELNHD
o

BE:
FASH —/N—% Citrix Cloud COAEA L TWBIEE. 77X bO—-IIZEHT 2HEITH
D £t Ao, Citrix CloudTIL—ILAMER INBI5E. StoreFrontd 77 & XFFRIIFER TN E T,
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Citrix Cloud& 74 > 7L X XDStoreFront BATHECIIL—ILZERATEE I, 7> TL I XD
StoreFront TJ)L—ILHMERA I N3 IFE. StoreFrontd 7o RFaNIF5 | S/ ERAINE T,
T7FILEDIER ( ND7H— b1 AFFAEINTWVWDS) FIRTZIESFLEY. LEA-T,
StoreFrontt —/N\—ZBRMICEFRI T 2 BN H D £,

i1 Permissions for StoreFront Servers -

Security

Group or user names:
A/ STF-1 [CITRIXTESTVSTF-18)

| Add... || Remove |
Pemissions for STF-1 Allow Dery
Assert |dertity L]
| ok [ Cancel [ Aeoly |

MBIRR) : FASEEARLTA—H4—%20OJ 4> TEFBVDAY VD) X b, FASES L TAFEHEE
ERTTETSI——0DU Xk,

- TVDAERDEE) TlE. COVDALFASZFERAL TA—HY—%ZOJ 4> TEBNZEETE
£9, VDAD U X ;EFT 7 #JL T TDomain Computers] T,

o M—Y—HEROEE| T, £OI1—H—HFASZFERLTVDAILTH A V1> TEEh %15
ETEET, A—H—DURXKMIEFTT74JLET TDomain Usersy T,

r

FASH—N—DVDAB LUV I—H—CIZBLRD R XA ICHDEE. T 74 FOFIREZE
FIINELRHD X,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 26



77l —> 3 EREE—E X 2203 LTSR

ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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257 FI)L—JL: Citrix Workspaceh* 5ID7H—> 3 UHRMESINIE EFIT/IL—ILAERI NS D
S5 %ERLE T, Citrix Cloud|Z#E#t 95 & E I, Citrix Cloud TEB T2 IIL—ILZERL 75
F7z. Connect to Citrix Cloudtz2 > 3 > D) > 7 H 5Citrix CloudiZIEFE L =R TIL—ILEZEE
THREHTEET,

&3 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

0 Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Citrix Cloud\ D%

FAS1—/\—% Citrix Workspace TCitrix CloudIZIE#H: TEF £9, 5FMICDULTIE. T DCitrix
WorkspaceDieEZBR L T EE L,

1. %7 dConnect to Citrix Cloud . Connectx=Z ) w27 L %79,
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& Connect to Citrix Cloud - d X

Connect to Citrix Cloud

® Signin
Choose a cloud to connect to, then click the button below to open a browser and sign

in. After you sign in, return to this wizard to continue.
Choose a rule

Summary
‘ Citrix Cloud ~

2. HRTBHUVTUVREZAERTEIRLE S, [CitrixClouds (F7#JL k) . TCitrix Cloud
Japan] . F7zl& lCitrix Cloud US Government) (CIEHCTE£Y,

3. SigninzZ w2 L. BEEADI Z7U REROEEEENRBHRZ EH L TCitrix CloudiZH
1Y LET,

Citrix Cloud”™

Choose a customer:

[ e gy

Choose a resource location:
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4. ZEUTRIBEBITERTHIY REBIRL. FASH—N—%EFHTI Y —IXDBEFAEEIRLE
9o Continuez 7w o L. RV RFIZEHALET,

& Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Signin
Choose a FAS rule to use with Citrix Cloud.

® Choose arule
O 1'will configure a rule later

Summary @® Create a rule when this wizard finishes

(O Use an existing rule:

s Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

5. FASEE>Y —)L T, Citrix Workspaceh'B5IDT7H—> 3 UHRESNI- SITEBRT S
IW=IZBIRTZH. CDTrHF—RDTTEICCreate aruleZ:EIRLXJ, (XTTIE &
REFIFERLIZIL=ILDI ST RIL—ILEIZ TYesy ICBEDET, )

6. % 7 TFinishZ 2 1) w4 LT. Citrix Cloud\D¥E#HE*2T L*J,

Citrix CloudiZFASH —/N\—% &8 L. Citrix Cloud 7 H7 > hDOR—JICRTLE T,

Citrix CloudH*5 D tIET

Z D Citrix Workspace DEEEICEEEH IN TS &K DI, Citrix Cloud) VYV — X DIFFAH SFASH —
IN—%HIFR L7=%%. Citrix Cloud\DIEFH CHEIMICT B % :BIRL £
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RS

CDEIIaVDEETIE. 77— aVEEiE—EX (FAS) OSELREBREEERICEET S
HARZVRERELET,

BERER

s FASDA VA M—I)LEAHAREICBET R EER Y T 7LV RIF. 1A =)L I8 DEEE
T,

s BEAT7—XT0F v OFEETIE. FEBLFAS 7—F T F vy OB, KDEHELT7T—FT
IFvICETRMOEBEAD) VI ERELTVLWETD,

ERSER DR

COECETIE. SRR (CA) U —N—CHRETEHHDT T TL—T v REREEY —E X (FAS) D
SEAEBHRICOWVWTHBLET, CcNSDERDIFEALIE. FASEEIOYY —I)LTIEHR—k
INTULEHA. FIETIE. FAS HiEHE T ZPowerShell APl ZEARAL 3, COREDIETREE
179 3801, PowerShell DEARM SR ANE T,

FAS CERT238E80 cAY—N—%tv b7V TFT3

IW—ILZER ET-I3RET IMEIC. FASEIEO VY —I/L2FARAL TEMRDOCATFASZ B TS £
ER
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&3 Edit Rule — | X
Edit rule "hello"

Template Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
Access control Template available
Template available

Restrictions

Summary

¢ >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

FEIRL 79 RTODCAIE. Citrix_SmartcardLogoniEFAE 7> FL— b (F7IFIL—ILTERLET
>T7L—bK) ZREALTVWAHRELHD XY,

FERLEVWCAOWVWINHODEMNOT L — 2L TULWARVEEIZ. FDOCAICK L TEREE
vy b7y T ITEDOFIEEERITLTLIETL,

ITRTDCAICKH L TIDY—ERFEETEZOFIEERITIDHEIIHD FHA. CDOFIE

TR EINTCERREIF. COCATHHEATETSLHTT,

FRTHIEEOEE

After you configure the FAS server with multiple CA servers, user certificate generation is
distributed among all the configured CA servers. Also, if one of the configured CA servers fails, the

FAS server will switch to another available CA server.
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Configure the Microsoft certificate authority for TCP access

By default the Microsoft CA uses DCOM for access. This can result in complexities when
implementing firewall security, so Microsoft has a provision to switch to a static TCP port. On the
Microsoft CA, use Start>Run>dcomcnfg.exe to open the DCOM configuration panel, expand
Computers>My computer>DCOM Config to show the CertSrv Request node, then edit the
properties of the CertSrv Request DCOM application:

¥ Select the DCOM network protocol sequence that you want to
Soy~  dd.Enterthe endpoint detals and cick OK when you have

Protocol Sequence: | Cormection-onerted TCP/IP

() Disable protocol sequence

©) Use defak endpoints

®) Use static endpoint 900

() Use intranet range of dynamic endponts.
() Use intemet range of dynamic endponts.

ok ] [omes ]

L Ok || Concel || osh

Change the "Endpoints" to select a static endpoint and specify a TCP port number (900 in the

graphic above).

MicrosoftsEFAtERE = BiEcd L. SIS EKRZXEL X9, netstat -a -n -b ERITIT B .
certsvihtZR— F900 T w AV L TWAB Z E W ESETE £,

O— #1351 X &N i-EfR(/en-us/federated-authentication-service/2203-ltsr/media/fas-caconfig-
netstat.png)

DCOMIZRPCR— rEEALTRO> T —> 3 VERERE D10, FASH—/N\— (F7-IXEEREH%
BExEERTIMOTT V) ZRETIVEIEHD FHA. 75147 bHDCOMEFERT ZHE
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Wb 35E. SEBAZEY —/N\—_LEODCOM RPCH —E R ICEH L. FHEDDCOMYT—N—ADT Y
TZAEBERLEFT, CNICKDAR—F00H AN, DCOMY —/N—IFFASH —N\—IZEFHESE
FEERLEY,

A—Y—iREDEFIER

FASH —N\—RATA—HY—BEENFREMR NI . I—F—0OJ 4 VERHAGKIBICHKEIN
9. UTDEI>3>Tld. B—FI3EHOFASY —N—TINERTT B AHEICDVWTEREA
LEd,

Active Directory1—H—D ) X FEBIET 3

ADZZ T L. A—F—DURbZT 70l (Bl csvZ 7)) ICRET ST, GEAZED
EMERETEET. UTOFZERLTILES L,

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=local" # AD User Base to Look for Users,

leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8

-delimiter "," $filename
} else {
Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename
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Get-ADUserld. 12— —DUXbZJIT)T3ODBENLIVVFLY FTY, LEOHIC
|&. UserPrincipalNameZ#F5. 7HU Y b XT—R XN Tenabled) OA—HF—DAH%=EJ T
BIODTILZ—F|HAEFENRTVET,

SearchBase5 |#ld. ADD Y DER TA—HF—%ERERIT 3D ZKDIAAHFEX T, ADRDITARTD
A—H—%2EHW5EEIF. ChEEBRTEES, T OV VREZBHOI——%RIA8E
MHHD X,

CSVIFRD L SICBD FT,

O—71 54 X & i-Eff(/en-us/federated-authentication-service/2203-ltsr/media/fas-caconfig-get-

aduser-csv.png)

FASH—/\—

RDPowerShell 27 1) 7 b, MENCER SN - —UX FZRITED, I—F—FRED
D2 SR L F 9o

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user .UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

© 1997-2026 Citrix Systems, Inc. All rights reserved. 35



77 L—> 3 EREE —E X 2203 LTSR

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

BHOFASY —N\—1'H 256, BHEDOI—H—DIRAZE(IF2BIERINE T, 1DIEX1 > —
N—T. HI12F 7MW A—N—HF—N—TERTNFE T,

FEEDRU) FRE. Tdefaulty EWSERIOIIL—ILICHIGLTWET, BHR3IL—)LE
Thello] ) ZEAT3EEIF. X7) T rAOSueZBHEZEZEL T,

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default Z W summary
hello "

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

EREEIRAEZEH IS

BHOFASY —N\—PERTINTWVWEIGE. O A L TWAA——ICRE® 5232 i<
FASEGSIFAEZE* B TET X9,

GUIZER L CTFASZBERRIDCELHTETEXT,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 36



77 L—> 3 EREE —E X 2203 LTSR

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

RDOFIRZTT LEXT:

1. FTLWEGEEIBAE #{ERL L £ 9 New-FasAuthorizationCertificate

2. TLWESREEFAZ DGUID%®. Get-FasAuthorizationCertificate IC& > TIREINB &HD
ICXELET,

3. FASH—N\N—%X>T7F>VAE—RICLXY: Set-FasServer -Address <FAS server>

-MaintenanceMode $true

4. FTLWEGPAFBAE %#3c# L £ J: Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>

5. FASH—N—%Z X TF 2V RAE—RHSHEBRLET: Set-FasServer -Address <FAS

server> -MaintenanceMode $false

6. HUWEGREFEEZ ZHIPR L £ 9 Remove-FasAuthorizationCertificate

BEfR#

e 1R M—JLEIBRRDEEEIZ. FASDA VA M—I)LEBRICETRZEER) I 7L VRTT,
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s —RNBRTITL—aVEREIY —EXDERIZ. BRT7—F 7 F v DREFICXREHOS5NT
WEd,

« TOMD TNhTY—) BFIE. SERBROLE THRNTN TV,

WERORE

IEC®IC

SFARZE(IFASH —N— EDIHAAFIH T —EN—XUREFEINT T, BAETIMWRRIL. FASH —
N—=—Dxy N T—OH—EXT7ATYMIE>THRESN., 77 NTIIVRR—FRAIE L
TY—JEnE7,

WERIC|F2EEH D £,

o ZEFERASIRAE ICREEM I SN (Citrix_RegistrationAuthoritysfFAZ 7> L — b H'5
DHD) o

o I—H—FRRE(ICEEN T SNI-IEHE (Citrix_SmartcardLogonitBBE T > L — b H'5DH
D) o

EIEICIE. Citrix_RegistrationAuthority ManualAuthorization (57 #JL b T4EBE%N) &
Citrix_RegistrationAuthority (77 #JL b T2ERBERN) D2DDEHRMEEIFIAENH D £,

Federated Authentication Service (FAS) B> Y — )L DInitial SetupX 7 D X 7w F3T.
Authorizez 7 1) w0 $2 . FASH—N\—EF—RT7EZERK L.
Citrix_RegistrationAuthority_ManualAuthorizationZERBE A DI E B E K & SRR IXE L £
T CHUS—ERINAIEEAE T, 77 4L b T24KBE TS, LRI C DIEERE = BEINIC
RITLEEA. FHiTIE, IIPAKETEEZICL >TFETERINIMNELHD £, sAED
FASH —N\—IZHITE NS &. FASILCitrix_RegistrationAuthority ManualAuthorizationsERZE % 1F
FB LT, Citrix_RegistrationAuthoritysEBFE (77 #JL F T2EFEMER) ZEHEMICEIEL £,
FASH—/\—I|&. Citrix_RegistrationAuthoritysEFAZ % EVF 9§ 3 £ ¢ < I
Citrix_RegistrationAuthority_ManualAuthorizationDSEEAEZ & +—% Bk L £ 95

TERHEEIRE ICAEMT SNICRERIIF ICHBEDTVWTY, BAEH 5. BHREEEIRER
Jo—IC&D. MERZAEITZEIF. TVTL—bTEESNIEI—H—1 v bIK L TEERA
EEREHITTESDHTY, TORBR. COXF—%=HHITZEIF. €Oy FNROEEDI—
P L TRRICERTE XY,

FASH—/N\—I3. $BDtEx 1) T BHICE 2 ItAETHRREZRETDILSICHERTETED
Towsgnhz=FERLET,
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o BHRIEEEIRASE & 1— 1 —SRAZ OMER DM ICX LT Microsoft Enhanced RSA and AES
Cryptographic Provider & 7z l&Microsoft Software Key Storage ProviderZz £ L £ 9%

o TEREREIGIRAZE OIZHEICIE. Trusted Platform Module (TPM) F v 7% fii X 7=Microsoft
Platform Key Storage ProviderzfEf L. 1 —% —iEEAZ OMWERIC . Microsoft Enhanced
RSA and AES Cryptographic Provider & 7z I&Microsoft Software Key Storage ProviderZz £ L
ESC IS

o TERMEBIEIAAE & 1 — Y —SERREOMEROEAICH LT N\— Rz 7EFaUTsE
Ta—I)l (HSM) RV A — DS —EXXLIFHSMTNA A ZHBAcF—X L —2 70O
NAA—%ZFERALET,

ME R DENEE

FASZ3DDA 73> OWINHhZFERAT L 5ICHERLET, TFA NI T+ X—ZFEAL
T. Citrix.Authentication.FederatedAuthenticationService.exe.configZ7 7 1 JL=fREL 9, D
771D T 7 #I)L bDFFrIE. FASH —/\—_EDProgram Files\Citrix\Federated Authentication
Service 7 # LA —T9,

<?zml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 --—>

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ ——>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.LogLevel" value="3" / —-->
<!-- Logging: Event IDs to not log (comma separated) —->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress"” value="" / ——>
<!-— Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS |3, Y —EXRIBRICOABRT 71 L 2HAHWD £9, BEHEEINIIHZE. FHLLERE
ZRRESEBICIEFAS 2 BESHTILELHD T,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 JLC. BE T 3EEZ XD K
SICHELF T,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI APl £ CNG
APl ZHID & Z 3)
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B

false (7 #JL 1)

aAXY b

CAPIAP| ZfER T 3

CNG API| Z#fEFHd 3

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (9 2 7O/N1 X — D%

L))

f&

Microsoft Enhanced RSA and AES B2t O
INAH—

Microsoft V 7 b x 7 £— X L —2 ZON
A5 —

Microsoft 7w b A —L F— XA L= F
ON1AH—

HSM_Vendor CSP/F— X kL —>70O/NA
=

aAXY bk

F7 4L D CAPI FONAE—

FI7AILbEOCNGFONAH—

T4 EOTPMTONAS —; TPMIE2—
HPF—F— IR INFEA, TIREEHT—

ICOAHTPMZERLTL 2TV, RIEE{LIRE

TFAST —N—ZETTI3FENHDHEIE.
REIEDHR—EINTVBEHE S HZTPM

BRUNAN=NAHF =R A —|ZHERLTL
7230,

HSMARY A —IC &> TIREINE T, EIFAN
VRA—IZKO>TERD FT, RIEBILIRETFAS
H—N—%RTIT23FENHZIHEEI. kB
D R—EINTVEZHE DS HZEHSMAR >
HA—ICHERR LT 2T,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType (CAPI APIDIZ & (C D HHA7E

&

24

aAXY bk

7 7 #JL ko Microsoft
KeyContainerPermissionAccessEntry.Provider
Type 7O/N7+1 PROV_RSA _AES 24 Z&H
L &9, CAPITHSMZfERLTH D, HSMA
YA—DRRIEE LBVWRD., BlC24TH 3
MHELDHD X7,
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Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (FASH' MR RIS E% R1T T
BZRENDHBDHE. CCTHERESNIEZERLEY) MERDO TTIXR—~age) 757 %4
HLEI. N—RITT7THR—FINTVWEEE. TPMF—X L —COFBEZHFILF T,

f& OXY b+
NoProtection MEF—IFTIVRAR—FTEFT,
GenerateNonExportableKey T7H4IN b MEF—IEFIIVRAR—FTEE
Ao
GenerateTPMProtectedKey WEF—I3TPMZERALTEEINE T,

¥ —IE. ProviderName THEE L 7=
ProviderName (5] : Microsoft Platform Key
Storage Provider) Z/t L TREINE T,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (MZEF+—DH 1 X% v &
fITIEELEY)

fi& aOXV b+

2048 T A bo 1024F 7134096 HEHTE £
ER

RET7AILDREIF. RDESICTZ T AIICKRTEINET (A VX —IEFEDOTT AL b
BHRTRRINTUVET) o
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Provider

! “True” “False”
egacy
CAPI API (CNG APl)
CSP ( i )
Crypt 32 Lib CNG Lib
Micrc:oft/\
Provider EnhandcicésRSA HSM Vendor HSM Vendor Microsoft Microsoft
an ) Ksp Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Key Generate Non Generate TPM
Protection Exportable Key Protected Key
Key
Length ‘ 1024, griiE:Wor 4096

W7 1) Z DR

i1

CDFITIE. BERHERIEIEAZE DIE F — X Microsoft Software Key Storage Provider%z f£/ L T
RESNI—Y—RAZEOMWEF—ICOVWTHRAL XY,

CHEITT7AIN DA VR M—ILEEBR TY,. BIMOMERERIIAETT,

#l 2

C DB TIE. BERHERISIFRE DR H Microsoft Platform Key Storage Providerz 77 L TFASH —
N=DIYP—R—=RDN—FRTT7TPMICFRESN. 1—H—FBAZOMEFE I Microsoft
Software Key Storage ProviderzfEH L TREINZ _CZRLF T,

CDIFVATIE. FASH—N—DIH—R—FEDTPMA TPMAX—H—DRFa Xk
E->TBIOSTEMICTN. FDEWindows THIRAfEENTWVWB C e ZRIIRE LTWLWE T,
<https://docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows-

vista/cc749022(v=ws.10)> ZEBL T2 E L\,

FASEEIOYY—I)LOEHA

FASEIEOYY —ILIZF 7540 Y DIFAEZERERZRITTET RV o BlDEREEERE
DAY SA VAEEAEZERERZFRILABVRD,. ZOFAIEHEEIhIEA.
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HIBBDFASTE Y b 7w T2 E1TI B, SEBAET VL — 2 ER L. GAKEZSRE L =&,
H—ERXEEAETZH WBHR—TVRADRXTY F3) IZ. ROFIEEERITLE T,

ATY T L RDIT2RDESICEELT, BT 71l ZHREL £ T,

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMFrotectedEey" />

T7AINERDESICHD T

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —-—>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedRey" />

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel"” value="3" / ——>
«!-- Logging: Event IDs to not log (comma separated) —-—>
<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" value="" / —-—>
<!-- Logging: Disable Key Management logs -->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

—EDTPMITBEZFIRLEFT, T 74/ FD#ERIZ2048E Y FTY, N—RT T 7 THR—F
TNTVWBRREEZIEELTLIEEIL,

25w 7 2: Citrix Federated Authentication Servicez BieEI L T. R 7 7 1 ILHh B{EZAHED
7,

ATY T3 Y—ERZERLET,

ATw T 4: sERAEET —N\—D S REBPDMRAEEREFETHRITL £, TERIERAIAEHEY
BEhse, EBIOVYV-ILOEY N Y TIO— VRO Ty TIDFEICHEDEFT, COBRFS
T. BEEREIRAZDMERDTPMTERSINE T, EBAEITT 7 )L F T2EMBE T,

TEREEEIRAE OMEF —HTPMICIEL K RESNTWVS C L 2RI 3IC1dF. UATD
PowerShell ¥ > Rz ERA L £9. BREBIIAEDOMEF —HTPMICREINTVIHE.
PrivateKeyProvider 7 + —JL K (&Microsoft Platform Crypto Provider|lZ5%E S 1L X 9o

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
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ATV T RET 7 AINEUTDOLSICHRELEL T,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableKey"/>

FASIZITPMTRESCNF—Z2F DA - —RAEZEMTET X IH. KFERLEBRATIE
TPMN\—R I 7HEBITETRI5E8DHD X,

ATYT6: FASZEEHLEFT, CNIED Y—ERRBRET 7ML Z2BHiAAH L. BEET
NIcEZRRLEFT, TOROEBBMWE X —I1FIF. - —HEF—ICEEZ5XFT. N
5 DIREIIMEF —ETPMICRIFEE J'. Microsoft Software Key Storage Provider%z £ L £ 95

ATYTTFASEEIYY - TI—IUETZERL. 1 VA b—)LEBHATHATINTULS L
SICREZRELE T,

PowerShell DA

TIRVEEAEIRAZE (L. PowerShelZ= L TA 754 Y TERTEE Y, Nl SEEAEREHL A >~
A VAAEERERZN L CERBBEIAE ZREIT IS e 2 EF R VERICEL TVLWET,
FASEEIYY —IIZ2EALTA 7514 OEREESIAZEERERZITO CLIEFTE X Ao

ATy 7L EEIOVY —I)IL%ZFERA L TFASOVEEBRZ TS RIC. XFD2DD X T v/ TEEEE
TFoTL—bOER) & TiER#EREOty b7y 7] OA%ETTLET,
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&& Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced
Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

— | X

Connect to another server  Refres

Deploy

Publish

Authorize

Create

Connect

h

AT F2: IR Y — N —T. FEBRET 7L — bMMCRF v 71 > ZEML £ 9,
Citrix_RegistrationAuthority_ManualAuthorizationT> L —+Z257 ) v o L. TFL—Fb

DEEZFERLF T

R TZERL T, RAICBVHEZEBELE Y, COAITIE. RATIEXOfine_ RAT. BRHA

FEE ‘!iZE—C‘ 3-0
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

AT w 73 SRR — /N —T. EEFARBEAMMCR F v 71 > ZEML Y, dAFET>TL—F
2BV YILET, FIRMZBERL. BITIBHBAET>TIL—bZ2T7 ) v I LET, RERLIT
>TL—bhZEBERLET,

ATY 7 4 FASH —/NN—TUTFDPowerShellAY > RL Y bEO—RLET,
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

AT W T 5: FASTH—/N\—DOTPMHATRSAF —R7ZEmM L. FASH—/N\—TLTFdDPowerShellJ
IYELy bZANLTAEBREELERZERL 9, F: —EOTPMIFF—RZHIRLEFT. T
7#x)IL bDF—KIF2048E Y F T, TEADN—RI T 7 THR—FINTLWEF—RZISE
LTLIEE L,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

£
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New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
MUTFHRIREINZET:
PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

¢ IDGUID (ZDfITIE M5ac3d8bd-b484-4ebe-abf8-4b2cfd62cal39) ) &, HHD X T v
TTREICHED T,

o« CDPowerShell A< > R L w M3, EFRIEEIIFAZEOME X —Z SN T B -DICFERE
N3, 1EEDOD TEEF] ELTEZTLIET L,

e COOXYVRLY FZERITITBE. FASOIRENEFICHEE T 7 1 ILh SmAlRS NIZED

REIN. FATZIF—E (F7#J)LFIF2048) HRESNE T,

o« COFHFDPowerShell THISE I NS EXEEEISERAZE M + —12{ET-UseTPMD $true (ZE&
ETNTWBTEOH. AT LIE. TPMEFERT3EOICHRBERERTEC—HLEWVWT 71
ILH5DEZEEBL X,

c COOAXRYRL Y rER[ITLTH, BT 71IILOREIIZEEINEE Ao

« ZTOHDBEFFASEIIAD — —SIFAEMER T —12ETIE. FASOREEEFICT 71 ILH 55
HFESNT-EIMERINE T,

e FASH—N—H1—%—ZBAE%HITLT. TPMTREINfc1——BEEMWHR T —
*HEMY B%5E. B 7 7 1)L TKeyProtectionfl % Generate TPMProtectedKey |C 5% E 9
3ZCHEEETY,

F—RT7DEMICTPMAMERSINI-C C ZHEERT BICIE. F—RTHER SNz TICFASH —
IN—ODWindows TR fEa2a—7—O7 V5 —>a >0 =@ LET,
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(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore 14 Meone
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore 16 Mene

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService 15 Mone

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bbe1-44af-8d21-
1159d864d82e]

p= N
FHWT

Application Number of events: 3

Level Date and Time Source EventID TaskC..
@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore 14 MNone
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore

@ Information  22/07/2019 12:3%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

X . 7O/N4— : Microsoft Platform Crypto Provider]

FIE6 : SAZEEREI I VETFAMITAZ—ICOAE—L. TFRMT7AILELTTFA R
JIRELED,
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E usmcertreq - Notepad I;Ii-

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

< >

FIgE7 : FAS*)“—/\“—T“PowerSheIH:ZK@J:5LCI7\I77 LT, GIFREERERZAAMKBEICXEL £
ER

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>
B

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

UFHRRFENET -

PS C:\lsersifidninistrator AUTH* certreq -submit -attrib “certificatetemplate-0ffline_RA" C:iUsers‘\Administratoer. AUTHADes
ktophusmcertreg.txt
fictive Directory Enrollment Policy

%:F?6160E DBOC-4D21-AGFD- 2E295ﬂ21??32}
ap

CORRT, SEBEEAY X bV Y RIUBRRRINZGEDHD £9, DB TIE.
http (£) & DCOM (F) DBADEFEHNENICHR>TWET, FIERTEERZEIX. DCOM #F 7 3
VEEIRLTLESTWL
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Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel |

SFEARIMNEE SN D . PowerShell 1% RequestlD #&RR L £,

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des
ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

PS C:\lsers\Adninistrator. AUTH> -
AT w7 8: sEEAMEAY —/N—T. SEEREE MMC XR+v 712D 20y LET, BXID %=
AELET, RIS BRZHIV I LT ZBRLET,

ATYvT 9 /—FZ2ERLE T, RITSNEDDDEREZROITET (EXRID B —HT 31
TTY)o ZTNTV YT LTHRAEZHEE I, XTZFRLET, 27V vILET, S
DIVAR—bTa—FHEHLET, 27V vILET. 77MIIERICOVT. ROFT
YarvEERLET,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 50



77l —> 3 EREE—E X 2203 LTSR

Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

FERiE TEEE X vtE—IEXAE%E - PKCS #7 SEFAE (P7B)) THDO. [AIgETHNIE. EEEAD/N
ACHIIRTOIHEZZTH D] NERSNTVIHBRENRHD £,

AT 10: TUVRKR—FLIZEEBBE 7 71 )L %E FAS H—N\—ICOE—-L £ 9,

257w 11: FAS ' —/N\—TX®D PowerShell ¥ > RLw b2 A LT, EIFIERISFAE % FAS
Y—N—=IlC1>R—FLET,

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcaTCertificateFile <Certificate file from step 10>

IR

Import-FasAuthorizationCertificateResponse -address fashsm.auth.net -Id 5ac3d8bd-
b484—-4ebe-abfi-4biZcfdb2ca3® -PkcsT7CertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

WFHRREINE T,
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PS C:\Users\administrator.STU> Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo9g8boc2705 C:\Users\administrator.sTU\Desktop\TPM_FAS_Cert.p7b

1 74d427ff-c55b-4d6d-87ae-1ff98bec27es
: [offline CSR]
1 978816¢cd-8b21-4695-8c5d-88bb7df1816b
CertificateRequest :
status : 0k

CRIEBEEAZ OMEF —DTPMICEEL K REFESNTWVBR C E ZHER T BICIF. UATD
PowerShell X > FZERAL 9, SREEIAEOMEF —DTPMICREFIN TV BRIFE.
PrivateKeyProvider 7 + — JL R (&Microsoft Platform Crypto Provider|Z5%E SN E Jo

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

FF12 : FASBEIEIOVY -ILZFALTHS. BiEEgL 9>

&4 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

T [COUY—EXRZERTDI OFIBEICKEEDOF v II—IIMFVWTWVET,

FlIE13 : FASEIEOYVY —ILTIL=ILRT%=FERL. 1 VA F—I)LEEBRICEEEINTUVIRE
TRELE I,
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13

COBITIF. HSMICREFESN TV 2 EREEARAZEOME T — 1 — —AAEOMWEF—ICD
WTERBAL £9, COBITIE. HSMAEREINTWVWB e ZaRE LTWET, HSMICIE. 7ok
Z ¥ THSM_Vendor's Key Storage Provider] O K52 FONAA—&hHD £,

REILIRIEBCFASY —N\—% RT3 FELH 3B IE. NATN—NAHF—DHR—KIZIDWVT
HSMAR VA —(CRESEL T EE LY\,

FIEL. B>V —I)L%=FEB L TFASOYEREZ 1T OIE. TABET YL —MDORHI &
MR Dty 7 v 7] ORFID2DDFIEDHAZETT LTLIETL,

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE2 : HSM®DProviderNamefENE 5 BB NI MIDWVWTUE HSMARYA—DRFa Xy bzs
BLTLET L, HSMACAPIZER L TWAIFE. FO/NAM X —Id K+ 2 X> kb TCryptographic
Service Provider (CSP) EMFIENZ Zeh'dh D £9, HSMACNGZFER L TWLWBRIHE. F7O/NT
4 —|EKey Storage Provider (KSP) X MEENZ e hdH b 95

FIE3 : BRET 7ML ZRDELSICHRELE T,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor’s HKey Storage Provider"/>
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T7AILFRDKSICED £

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->
<!—— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] ——>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrixz.Ruthentication.UserCredentialService.Systemlog.LogLevel" wvalue="3" / -->
<!-— Logging: Event IDs to not log (comma separated) —-—>
<!—— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->

</appSettings>

<startup><supportedRuntime wversion="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CDF ) A TIE. HSMHICNGZER L TWLW37=8. ProviderLegacyCspDfE|dfalselZfRE XN
TWE 9, HSMHACAPIZER L TLW3I5E. ProviderLegacyCspDiE|dtruellsRE S 2 HEHL H
D EF, HSMACAPILCNGD YL 5ZFRALTLEMNCDWVWTIF HSMARY A —D RFa X b
ZBRLTLLIET W, IERHRSAF—ERTHR— TN TVEF—RICDVWTH. HSMA Y
A—DRFaXYhZBRLTIREEL, COFITIE. F—RIZT T A/l bD2048E Y MIHRE
TNTVET, BEITZF—RIN—RITT7THR—FINTVWEZCZHERL TSIV,

FEa: RET 7LD SEZFHAID=HIC. Citrix Federated Authentication Service = BitH)
LFx9d,

FIE5 : FASEEIOVY —ILO»RXTTHEJ1) w2 LT, HSMAICRSAF —XR7 %4/ L. A
EBLERZERLET,

FIE6 : F—RTHHSMTERINI=C &% MEZRT BIIE. WindowsTI R cOT D7 S —
OaYvIVRIZEBERLEY,

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

A [7ANAA = HSMARYA—DF— L= FONAH —]

FNEa7 : SERAHERSH —/N—T. FERAEEBEMMC O+ ) — RZ#IRL £ 95

Request [D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
@1&? ————— BEGIM ME...  The operation cempl... Taken Under Submission 07/04/2016 14:04 AUTHLWUCSHSMS

BRZ2EIVy I L. 2 ERLE T,

X TZOU—EX%EET ) OFEICIIFEEDF v II—IDTVTVET,
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&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE8 : FASEIE VY —I)L TR JHERL., 1 VA M—I)LEBRTEHBEINTWLWS L SIC5%
TERELFT,

FASEFFAEX L —

FASIZ. SFBREZE%R1FE T B 7-0OICFASH —/N\—_EDMicrosoftSEFAZ X b 7= AL Tt A. HAA
HT—RIN—EFERALE T,

HIRHERISIFAZE OGUIDERIE T B ICIE. FASH—/N\—TXDPowerShell ¥ KL w tZAAL
£9,

Add-pssnapin Citrix.a&ast;
Get-FasAuthorizationCertificate -address \<FAS server FQDN>

5l Z |£. Get-FasAuthorizationCertificate —address cg-fas-2.auth.net:
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

I—H—FRED ) A FZEBIET3ICIE. RDELDICANDLFETD,
Get-FasUserCertificate -address \<FAS server FQDN>
5l Z 1. Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate fas.stu.net

ThumbPrint : 2A81185BBFEB696188F5FDE6GFACBFBEFBAEBSOCS
UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

WEX—%FREFET ZHICHSMZFERT HE. HSMO Y T FHIEGUIDTHEAIINE T,
HSMAD#ZF —DGUIDIZ. XEFEH L TEETET XY,

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true
B

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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PS CiwUsershadministrator:> Get-FasUserCertificate fas3.djwfas.net

PrivateKeyIdentifier : 38485cd4d-63af-43e4-9] 241224601112
Priv { rovider : Microsoft Softwar e Provider
: True
: AD2441FRS8A02066AAADB19GBABEA0TEE 2BDEB6ET
UzerPrincipalName : joe@djwfas.net
Role : default
CertificateDefinition : default Definition

ExpiryDate : 19/81/2818 @9:18:48

RERHR

s TR M—JLERERKIE. FASDA YA M—JLEEROEER) T 7L VX T,

. —HMEFASERIIZ. TIFL—Y 3 VR —ERT—F T F v OBEOREICFLOS
NTLET,

C ZOMD TAYY—) BEE BESHEROZETENINTLET,

EXaVTor Ry NT—T1ERK

717 L—> 3 EREEY —E X (FAS) &, Microsoft Active Directory & & UF Microsoft SIEEEHERES &
BERIRESINTVE T, RXA>O>bO—F—PZOMOEELRA VT TR ST F v LRk
IS PRATLDBEYICEESSPERESN. X2 )T RUD—DHEEINTVS C & 2R
T3 EHRARTT,

CORFaAAXYETIE FASZERETARICERINT X2 ) T BEOHEZFHAL X,
EKfcs AVIT AN 9FvDEF2U T REICRILDOFIAAIRERHKEDOBIEZDHRAL X9,

Ry MI—OTF—%FOF ¥
RO, FAS BRI TERINSEERIVAR—RXbeEF 2T BREZRLTVET,

FAS H—/N—Id. SIS LU R XY bO—F—CEKIC. EFaU Ty LEBRT Y
TR 9FvD—EE LTIHONBZRETY, 7x7L— 3 VERETIE. Citrix Gateway &
Citrix StoreFront (&1 —H—5RAfZRIT T B 1=HICEBIND AVR—R > b TY, #D Citrix
Virtual Apps and Desktops™ OV 7R—FR > bE. FAS DEAICLZHEEZZITEE Ao
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ADFS Server (with
Web Access Proxy)

Citrix

Federated Authenti-

cation Server

Windows Server

Windows Server

TLS Server
Certificate

Signature

= FAS
j Authorization
Certificate

Certificate Authority

FAS User
.‘ Certificate
Template

@ FAS Autharization
Certificate

Domain Controller

Windows Server

UPN

Y walter@auth local
Alternative UPN
walter@adfs ext

FAS User
Certificates

Certificate ' Template

Encryption
Certificate
(not used)

Kerberos

StoreFront

Delivery Controller VDA

Citrix Gateway

Windows Server & Desktap
Operating Systems
TLS

indows Server & Desktop

1421752 (o)) pating Systems

Root CA TLS Server TLS Server | FAS User
§ Certificate f| certificate § Cenificate | @ Ccenificate

Gateway Server
' Certificate

VPX indows Server

ADFS Signature
' Certificate

SAML SP (RP)

High Trust

Intranet

27470 F—=IeRy bO—0€FalT+

Citrix Gateway. StoreFront, & & U Delivery Controller™ OV R—2% > FED@EEIF. R—k
A43 FRAHD TLS ICK > TRE SN ZIHMENH D 9, StoreFront B —/N—IEXEEHD H & E1T

L. Citrix Gateway (& HTTPS /R— ~ 443 ZfE L 7c1 V2 — v MEROEROHZZITANDS
MHENRHD X,

StoreFront #—/\—|&. HEEREE S 17z Kerberos Z B L THR— b 80 #2H T FAS B —/\—(T$E
L 9, EREEICIE. FAS H—/\—D Kerberos HOST/fqdn ID & StoreFront 1 —/\—® Kerberos
IOV T7hOY M IDAMEREINE T, CNICEK DL Citrix Virtual Delivery Agent (VDA) A1 —+—
ZOJFEEBR1-DICRER. 1EREDD MERER/N\N>FIL] BERIhEFT,

HDX v a3 >M VDA ICERiSND . VDA HAR— b 80 #RHET FAS H—N\—IZHEHL £,
SREEICIX. FAS H—/\—® Kerberos HOST/fqdn ID ¥ VDA @ Kerberos ¥ > ID BMER T NLE
To I5IC. VDAIFFIAZ L MEX—ICT IR TR0l TERIBHR/\V RV ZRMHET 20
ENHDFET,
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Microsoft sFRA¥4RS (L. Kerberos S25FEN7/- DCOM #FEARA L@ EZZITANE T, Thid. E
ETCPR—bEFERTALSICEBRTETET, SEAKEIEIESIC. FAS H—N—DEEINEE
BT MNBBEICEL>TELINIECMC NNy hERHETBZIZEEERLET,

H—N— TPAFT I +—ILR—b

JxTL—o g RS —EX [in] StoreFront™#& K F'VDAD 5 DHTTP#EH
Kerberos. [out] MicrosoftsEBB#ES A\ DDCOM

ShUYORTF—boA [N 22472 UHS5DHTTPS, [in/out]
StoreFrontth —/N\— X MHTTPS. [out] VDAN
MDHDX

StoreFront [in] Citrix Gatewayh* 5> DHTTPS&{S. [out]

Delivery ControllerAMHTTPSI&(S. [out] FAS
ADKerberos HTTP&ES

FTUN)—a>bO—5— [in] StoreFront™ —/N\—H'5 DHTTPS. [in/out]
VDAD'5 DHTTP#EHKerberos

VDA [in/out] Delivery ControllerH*5 OHTTPEH T
MDKerberosi@fS. [in] Citrix Gatewayh* 5 D
HDXi&fS. [out] FASADKerberos HTTPi&fS

MicrosoftziF BB 8 [in] FASH'5 MDCOMB & N ERLFH

Citrix Federated Authentication Y — E X ¥ Citrix Cloud™ & D&

VY —ILEFASIE. ENENI—F—THho 2 bRy bI—OH9—EXT7AT Y hZFERAL
T ROT7RLRICTI7ERLET,

s A—H—=T7hHUYFTFTOFASEEIVY —)L

o * cloud.com

o *,citrixworkspacesapi.net

c MIETH—RN—7T0DID7ONAA—ZFHALTWVWBRBRICHNBERDT7RL R

« XY NT—UH—EXTHTY FTFOFASH —E X: *.citrixworkspacesapi.net
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Citrix Cloud Japani##t 9 335513 ROT7 L XZFEAL X T,

e *,citrixcloud.jp
e *. citrixworkspacesapi.jp
REIC7OF O —N—DFENTWVBHEIF. FASEEBIYVY—ILOT7RLRZFERLTI—

H—TOF>=z@BHL £, o, netshTLZERKDOY —ILZERBLT. %y bT7—IH—EX
THAOY DT RLADEEINTVWSE e 2B LTS IZTE W,

tXal T ICEAT3ERSEE

FASICIZ. FXA2aA—H— (D> TEENICEIFAZE ZRIT T T2 ERMEIRAENH D 7,
ED1H. FASH—N—ZREL. TOERZHIRI 37DDEFa2 )T RIS —Z2RELTE
KIBZUCHEETT,

EESIEERI—S2 b

FASIZ. BRI -z b L THEET A TA——SEBAZ X HI1TL £ 9, MicrosoftsEBA#LES
Tld. BRI —Jx Vb SAETVTL— b BELUVERI -2 MY EBAZERRITTED
A—H4—%ZHIRERTETF X,
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CINXLES-UL-LA Froparties

Extensions | Starage Certificate Managerns:

General | Poicy Modue | B Madue
Envolment Agerts | Auding | Recovery Agerts | Secuty
For more information see ol A

() Da nat restrict enmliment agents
() Restrict errclment agerts

Enralment agents:

CORAT7OT%=FERLT. UTERERTETET,

o BRT—>1 2 R X MCIEFFASH—N—DHHDBZTENTVBRZ &,
o TFFBHZF>FL— k) VR MIIFFAST L — DI EENE T,

o T7OEXFA )R BMIIE. FASDERMNFRA TN TWRI—H—DADEENET, &
ZIE. FASHEREBEJ I —TE-I3RFEESN -2 ——J I -T2 ——ITAEREEX FETL
HOWKSICTBrid. RLWEETY,

7o ZHE) R ~ DR

(/ja-jp/federated-authentication-service/2203-Itsr/install-configure.html#configure-rules) 7 > 3 >
THRATNTWVWS K SIS, SERENRITINBBRICFASICA—F—IDZ 7Y — b33 L 2GRS
nTWaStoreFrontth —/N\—D U X b Z R T I3HBENH D £9, FAFRIC. SEEAENHEITINDS
A—H—X, FREAETITBVDAY Y VZHIRTE XY, k. W9 21ZZE DActive Directory £
ToISFERAREE DX 2 V) T BEBEICEM T NBEH DT,

T7AT7I4—=IERE
FASH—/\—ADIRTDEEIZ. R— ;80% N LB EEREE & N7=Windows Communication
Foundation (WCF) Kerberos%vw b — &= A L £ 95
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IRy FOJDER

FAS & VDAIZWindows A RN FOJICIBEREZEZTAAFT T, CNIFERPIUVEEBRICERT

& ¥ 9, (lja-jp/federated-authentication-service/2203-Itsr/config-manage/troubleshoot-
logon.html#fas-event-logs) o < 3 VIiCld. EHINBZFEMDODH IR bOJITY FUHAUR

FENTLETS,

N—FRoxz7EXxa)FT14ESa—I)

FASICE > TRITEINA—Y—BRE0OMEBREZ ST IRNTOMEBERIZ. Ry bT7—UH—EX
THOY MIE>TIZIVRR— FARAIBEAMEBE LTRESNE T, EXa)ToR)>—Th

BrIn3iga. FASIEES{t/N—ROz7EXa T4 ESa—I)L (HSM) OFEARZEYER—F

L&Y,

ELARILDOESILERLIL. FederatedAuthenticationService.exe.configZ 7 1 L CHATE £,

CNHS5DFEIF. WERDRINICERINDZEEICERINE T, LIcH>T. BREBEOWERE

() : 4096w k. TPMIRE) ¥ S>RA L1—H—REICIZELIREEZFERATETET,

INFX—=2—

ProviderLegacyCsp

ProviderName

ProviderType

KeyProtection

KeyLength

B

truelCERE T B &+ FASIEMicrosoft CryptoAPI
(CAPN)ZERL 9, TNUSNDIFE. FASIE
Microsoft Cryptography Next Generation API
(CNG)zfERL 9,

FEHRTBCAPIFIZCNGFONTE —D%
Ao

Microsoft
KeyContainerPermissionAccessEntry.Provider
Type Property PROV_RSA_AES 24 =& L
9, CAPITHSMZfERLTED. HSMAR Y
A—hREEE LBVRD. BIC24THBH
ERHD XTI,

MWERD TTUXKR—bAgEl 750z
LEd, N\—RIzT7THR—bINTWVWSEIH
B I RAFTYRTSYNTF—LEDa-)L
(TPM) F— A L= DFERBHFTL XSS

RSAMBZEOEE, HR— TN TLWBEIZ
1024, 2048. 4096 T3 (F7#J b+ :
2048) .
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EEEOEE
RIBOEEIF. UTDITIL—-TIZRIToNET,
%l B
I E—T5AXEEE T#LAMIGERRET YL — b2 VR

F—ILLTIRET S

RXAVEERE TIN—TRIS—REZHERT S
SEEAKBEIRE ALEAMEEEZ BT B

FASEIEHE FASH—N—%ZA VX h—JLLTHERT S
StoreFront/Citrix Gateway & 12 I—4% =T %

ShRDYIRN=F¥IL TR by T™EE VDAY bO—5—%#EMT 3
=

BEBEIZ. 2FNBtEFaUTETINOELZAEZHEHL. S XTLZRETZIHDZE
Rt 70— FZr/aeic L& 95

TJIN—FR)>—8E

BRINTIFASIY I VIE. T TR —ZzRB LB SN T4 27 v I XES -> FQDNI
DLy I Ty TT—=TINIE>THRHRMENE T, FASH—N—ICERT B 77172 MIFAS
H—/\—®D HOoST\<fqdn> Kerberos IDZHEFEL £9. FASTH—N—ICT7 IR TEZIIRTDHY —
N—=IF. AL YTy IR LTRE—DFODNERZFOMNENHD £9, €5 THRWVIEES
StoreFront¥ VDAIZ R R BFASH —/N\N—ITHEF 9 2l eEMD H D £ 95

RERER BT B =, CitrixiZBREBROIRTOI I VICE—DR) > —% BRI e 2 #HEL
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General | Compatibility | Reguest Handling | Cryptography | Key Attestation
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Search
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ICRITANARELIIREZELRERODERDOR
BHO, REHDIF. gi010BOT—2%fE
BLTESEHINET, E&E oLTV
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A—ROJF VHsRF—FERZE (EKU) =5
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AILBVEERREOMERZRFAL XTI, COF
T2avi3ED TN 2—%=EEELET,

AllowTimelnvalidCertificates T 7 #JL b Tld. Windows|3HBFRtYIFLDEERR
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4 & Computer Configuration
B Software Settings
4 Windows Settings
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= Seripts (Starbup/Shutdown)
] E Security Settings
4 [ g Account Policies
[ [ g Password Policy
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b |3 Kerberos Policy
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b User Rights Assignment
B g Security Options
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Me auditing
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2D X9, (/ja-jp/federated-authentication-
service/2203-ltsr/config-manage/troubleshoot-
logon.html#certificates-and-public-key-
infrastructure) 2> 3 > @ TFERHE & NFE#
AVTSANSTF vl ZEBRLTIES L,

AERAEERT S — COAEIRATA VICELTWEEA.
EZIF. U—N—GEERE X IFBRIAAET
HBEBEMEDBD T,

Kerberos[4/

KerberosOZ Z#BMICTBICIE. RXr>dO>bO—5—I Y RA—H—I 2T ROLY
AMVEZERL X9,
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N7F B4 fE [DWORD]

CurrentControlSet\Control\Ls LogLevel 0x1
a\Kerberos\Parameters

CurrentControlSet\Control\Ls KerbDebuglevel Oxffffffff
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel 0x1
dc

CurrentControlSet\Services\K KdcExtraLogLevel Ox1f
dc

KerberosOZ IS AT LA R bOJICHAINE T,

« MERSNTULWARWIIRE] OL538XAvE—Yid BRICEHTESIETTT,
* 220 50— FIFBEHREHRENTHD. REICEHTIET,
© KDC_ERR_PREAUTH_REQUIRED (FFWW R X > > hO—5— DT EBRMED&HIC
ERAEINET)

o ANBAA TS — O0x4db

KX AO—5—9—0X57—=a>onyd
ZOtoTarTlE. A——PEAETOJ AV LT R XAy bad—5—87—72
2TF—a>v EOFHINZOFI MJICDOWTEHBEL 7,

e RX>d>y bO—5—mMCAPIRZOY

s KXy brO—Z—tFxalFos0O4

Virtual Delivery Agent (VDA) ¥ a2 ) 54 0%

VDA CAPI O%'

VDA ¥ R F7 L 0%

RXsr>ayhkO—5— CAPI2 O4
OJ#4 > HIC. RXq/>a> bO—5—I 3 LcDtRREZ&REEL. koo T b+
D= R%=%/MLET,
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Operational  Number of events: §

Level Date and Tirme Source EventID Task Category

{1 Information 21/06/2016 15:14:54 30 Verify Chain Paolicy
(il Information 21/06/2016 15:14:54 CAPIZ 11 Build Chain
{Dlnfom'latian 2106/ 2016 15:14:54 CAPIZ 90 X509 Objects
l{i‘}lInﬁ:rminic:n 21/06/2016 15:14:54 CAPI2 41 Verify Revocation
@mfnm'laﬁﬂn 21/06/2016 13:14:34 CAaPI2 40 Verify Revocation
@mﬁ:rmaﬁﬂn 21/06/2016 15:14:54 CAPI2 10 Build Chain

BIERHBARY PO A v E—JE RXA>OY hO—5—_LE0D Isass.exe DY VDA I & > TR
HINTEREICEDOVWTTF I —2%21BEL. ZO0EWN KpWEa20) #&EEEILTVWSIr%:
RLTWEY, #RIE TERROR_SUCCESS) ¢ LT RENF T,

- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_MNT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCESAFBTF18T7E7ADAAADSCEFDOCCTS05CA 1 TEF.cer
[ subjectMame]| fred

- CertificateChain
[chainRef]  [FFO3F7S9B-52F8-4C93-877A-5DFFE40B9574)
- Flags
[ value] 0
- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe
- CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4CT76-9B1C-49FEDTE6318F)
[ SeqNumber] 1

- Result

[ value] 0

RXs>aybO—5—tFa)7os00
RXA>OAY bO-F—E—EDOOTF VARV b ERTL. FEBRARY MI4768T, FIAZE
H¥Kerberos Ticket Granting Ticket (krbtgt) DFITICER TN E T,

CNEDFIDAYyE—=TF H=—N—DIVTATY IR RXA>O bO—5—ICXF LTER
AZTo>TVWBEZRLTVET, ChIckE XyvtE—J1d, LW kbtgt ICBT 2 1—H—7
AT RXA> O bO—F—ICN L TERAEZIT D OICFERINTVWA e Z R LTVE
ER
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Keywaords Date and Time Source Event D Task Category A
"‘l‘»ﬂwdil Success 21/06/2016 15:14:56 Security-Auditing 4624 Legon
D, Audit Success 21/06/2016 15:14:56 Security-Auditing 4624 Logon
a:,‘#-.ud'rt Success 21/06/2016 15:14:54 Security-Auditing 4763 Kerberos Service Ticket Operations
A Audit Sucoess 21/06/201615:14:54 Security-Auditing Kerberos Authentication Service
ﬂtﬁudﬁ Success 21/06/2016 151454 Security-Auditing 4763 Kerberos Service Ticket Operations
21, Audit Success 21/06/2015615:14:54 Security-Auditing 4634 Logoff |
':akﬂud'rt Success 21/06/2016 15:14:54 Security-Auditing 4624 Logon
21, Audit Success 21/06/2016 15:14:34 Security-Auditing 4624 Logon v
Event 4768, Security-Auditing X
General | Details |
@ Friendly View ) XML View
+ System
- EwventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-271-290731715-1143989709-1377117006-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-290731715-1143989709-1377117006-302
TicketOptions  0x40810010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress Hfff192.168.0.10
IpPort 49348
CertlssuerName citrixtest-DC-CA
CertSerialNumber 5F0001D1FCAZACI0F36879CEECO0000001DIFC
CertThumbprint 23BC65AFBYF18787ADAAADSCEFDSCCTS05C4176F
VDAtF*alUFs0OY
OFYARY MCHRIGET S VDAEF 2T BEEOVIE. ARV~ ID4648 DIV MU TH
D, winlogon.exe h5FEEL £95
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
G Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logon .

<‘| m ¥

Event 4543, Security-Auditing 4

]G:ncﬂl Details |

®) Friendly View

0 EMIL View

+ System
- EwventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7
LogonGuid {00000000-0000-0000-0000-000000000000)
TargetUserName fred
TargetDomainMame CITRIXTEST
TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo localhost

Processid Ox126¢

ProcessName  C\Windows\System32\winlogon.exe

lpAddress 192.168.09

IpPort 511 W
VDA CAPIOY

C DVDA CAPIOY DOfllL. Isass.exehSDE—F T —VDOBRCRILES —T VX ERLTHED.
RXa>Oy bO—5—5BEZ (dc.citrixtest.net) ZHREFL TWVWE T,

(1} Information 21/06/2016 15:14:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 15:14:34 Capi2 11 Build Chairn

(1) Information 21/06/2016 13:14:34 Capi2 00 X309 Objects
(_D Information 21/06/2016 13:14:34 CapI2 41 Verify Revocat...
(i) Information 21/06/2016 15:14:54 CARI2 40 Verify Revocat..,
(i} Information 217062016 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDAY ZF7LAY

KerberosOZ D BEMICR > TWVWBIBE. P XATFLO7ICIFITS—
KDC_ERR_PREAUTH_REQUIRED (CHIIEBRTETXY) &. KerberosOJF > H I L 7=
&R Winlogonh 5D I h)BRREINE T,

(1) Information 21/06/2016 15 14:56 Winlegon 7001
I!-_:ll'Ern:H 21/0672076 15 14:54 Security-Kerberos 3
<| il | 3
Event 7001, Winlogan »
[ Generat | Details |
®) Friendly View () EML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEESE383-TCF3-4331-91CC-A3CE16A2B538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
= Timal rasatard

Windows1 X O %A L 7=FASDER

IRTDFASA Ry M. Windows7 FU7r—2 3 >ARY bOJICEZTIAEFNE T, System
Centre Operations Manager (SCOM) R OEEZFEALT. CCTHATIIOCRARY
FzERALTFAST—EXDRBEMZERTIT T,
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FASH—E X[IRTHRTIH?
FASH—E XNETHRTH I N ESHZHETT B3I

Citrix.Authentication.FederatedAuthenticationService.exe 7Ot X

BEHRLEI

FASH—EXRZERTI-OORLEBEELRARNY FOANZDEI 3V THEINTULWET,
FASAARY FO—RDOTRLE) I MIDWTIE. FASA/ARY FOJ BB LTLIET L,

FASOESMAIRY ~

UTFDARY ME FASHU—EXDEETHEIHNESHZRLET,

14 R Y —XIZ Citrix.Authentication.Federated AuthenticationService T9d,

ARV K

[S003]

[S022]

[S023]

[S123]

[S124]

ARYETHFX L

FIEE {0 AT
FTURXE—R%Z [{1}]
ICRELTWVWET

BIEE [0 B’ X>VT
FURXE—REZXD
ICERELTVWETY

FEE {0 AT
FTURE-—REXY
ICRELTWVWET

[upn: {0} role: {1}]
[exception: {2}]DEE
BAZDRITICKEL
Fl7o

[upn: {0} role: {1}]®D
FERAE % [certifcate

A

FASH—E XD X >
TFHFRAE—RICEK
ETNTh. XoTF
F 2 AE— RHEERR
Ih%xEl7

FASH—E i3 X >~
FFYAE—RDS
R NE L.

FASTH—E XD XY
FFURE—RICE
D i l/TCo

CDARY &
FASHMERL ST LY
3CAOLWVINHI—
H—EERE DFEITIC
B LD o75E
12, [S124]D#EICFH
¥LFJ, £01—
Y- TILTA
A VIEKEL £
ER

FASHHEE S L7=CA
hS51——5EERE

=

XVFFIRAE—R
Fx. FASH—/\—
E> >IN aoF
VICERTEEE
Ao

FAS 10.7 / CVAD
2109LABE TH AT 8E
T,

FAS 10.7 / CVAD
2109LABE TH) AT BE
T,

CDARY M 1B
BENTWEIART
DCADEEEL TLVR
nwCoezrRLTW3
AEEMLH D £,
FASHHSMZ%Z fEF S
BLDICHEEEINT
W35 H. HSMA R
BELTLWARVLWIZED
TLTWBETEEED
HHFEI,

ZDARY FE. CA
HIERE L TULVAR LY
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[S413]

[S414]

ARV FFER L

authority: {2}]
[exception: {3}] TH
TTETFEATL
TCO

HEEREFAZE DB RHA
IRAES 2 <IN F
3 (3%&D{0}H) . it
BAE DFFHM: {1}

EKWL\DEEHE(DE)JJHH
BRAYINE L7z, FE
BRE D FFH: {0}

577 REHFASTIARY b

Citrix Cloud™ & @ L TFASZFERA L TW3IEE
ZhESHhERLET,

AR Y —X|ECitrix.Fas.Cloud T9,

A

ZERLELDELE
EEIC. IS—HFE
£ LF LT FASH
BROCATHER N
TW3HE. FASIE
ADCATEREZHTT
LY,

CDARY &
FASEGRAEEAZE D H
SHEBRR DA DK & F
HIMICER SN E
o TIAIET
&, EEREEREDHE
SHERBEM30BH LA T
H3HBE. CDIN
Y hEEBHERIN
EE I

CDARY &
FASHEGREIFAZE DA
SRR D YIN S E E
HAMICER TN E
o TIAIEKT
. CDARY &
BHERINE T,

p=5)
. ERTERWS
xR L TWAHRE
MHHB D X, FAS
MHSMZFERT 3 &
SICHEREINTWS
Ha. HSMAOVERE
TWRWI EHRL
TWBEEED B D
9, FISMF. A
DREAZRET DD
ICIRIIB £,

77 )L hEREIF.
AN > kRLw b Set-
FasRacCertificateMo
nitor Z £ L T
BTEEY,
PowerShell ¥ > K
Ly hEBRLTL
kel

BRIEARRAYINDS
. FASIZFHL WL
—sEERE = &
RTEHR< %D, &
SONYA AN
K LD £

« MFDOARY MME FASH—EXDEETH
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IRV b+

[S012]

[S013]

XU T1MRV

ARYEFTHFIH

FASH —E X [ECitrix
Cloudh*5D >
WHA>FICHIA
BJEETY

FASH — E X & Citrix
Cloudh 5D >
WA >FICHIA
TETEHA- [{0}] 5%
McOVWTIE. BIE
VY —I)LTHESRT
TFET

A

CDARY &
Workspace (DD
Citrix Cloud) H*5®
VTN T
HHEEEL TWVWBIET
ThdcxERLE
ER

ZDARY &
FAShH'Workspace

(Citrix Cloud) H'5
DIVTIINTAF
CEREHTEAWVC
xR LET, Xv
=i 2T
WA > F VU h\eE
LABWERIEEN
TWET,

=

CDARY FEFHT
I BE1IC. FASIE(1)
BRI TW3SC
& QA TFHUR
E—RTIFHWVWZ
. (3)Citrix Cloudic
BRI TWB L
zHERLFET,

FAS|ZCitrix Cloud\
DK KA T & HE
BFLET, s
lF. XYy bT—=0D
RE&® IO+
H—N—DEGHEm
RIS —RY, TF
S FRIBR TR A L]
rEnzdZehH b
£9, CDHFA.
N2 bTERIRIIE
l'Service is not
connected to the
cloud; ERRENZF
To CHUIIEELH
fETH D, FASIZE
5 |ZCitrix Cloud\
DiEme BRIl £
StLFET,

RDANY ME REBRIY T T4 DFASZFERALELS Ll eZRLET,

14 R Y —XI|Z Citrix.Authentication.Federated AuthenticationService T,

ARY ~

[S001]

ARETHRZXF

7ot REE: 1—H— [{0}]
|¥AdministratorsZ )L —®D
XV N—=TIEHD FHA

A

FASOBMERNEIIEE
LS LEFLED. HUEH
LITIZFASEIEE TIZH D £

-E-/I./—C L/TL__O
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IRY ARV TFHER b A
[S002] 7ot REE: 2—H— [{0}] FASIL— LD E RN E T
lFO—JL [{1})] DEEETIE FEELKLSELFLEA
HOFEFLEA IO LTTISFASEIEE T
HHFEHATL
[S101] T —N—[{0}] I&. B—IL dA—H¥—IDZ7H—hrL&D
{1 TID#7H— 951 cLELED. HMUELTIC
BRAHD FHA X DIERNH D FH Ao
FASIL— LB TEFRI S NT
L) 3 StoreFront™+—/\—
(BLUZET2EE1F
Workspace) D&M IL—H—
IDZET7H—rTEET,
[S104] H—/\— [{0}] I& UPN [{1}] ® A—H—IDET7H—rL&LS
TH—hIKRBLEFLE ELELED. FASIL—ILEE
(UPN (&O0—)JL [{2})] TEFAJ & RiIC&DA—H—=Tho>
NTWEHA) FFTINTVEE Ao
[S205] SERREFIRE 7V £ RIES - VDANFASTY VI LA >
HOHELTT7 AV >~ [{0)] FoERITLELSCLEFLE
& IL—IL {1} DEFRI SN H. FASIL—ILEBRIC KD
TEERAEFIAE TIEH D £t VDAIFFFEIENTULWEHE A,
A
FASTAR> kO

UTDORIEZ. FASICE>TEMINZ IR ORI ERLTWVWET,

BEARYV
INE5DAINY I FASH—N—DBREEBICSCTATICERINE T,
AJa—kr
[S001] 77t R3EFE: 2 —4— [{0}] |F Administrators ZIL—FD AV NN—TIEH D FEA
[S002] 77 RIEE: 2 —H— [{0}] 1FO—IL [{1}] DEEETIIHD FEA

[S003] BEEE [0 B A VT FHFYRAE—RE {1 ICRELTVWET
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AJd—Rk

[S004] BIEE [{0)] B, T 7L — b [{2}and {3})] ZER L T. CA[{1}] I S5&ERHEZERL T
W9

[S005] &2 [{0}] »' CA[{1}] DEAREWMDBELTVET
[S006] EIE#E [{0}] h'#T L LEERREER [{1}] ZfER L TWVWE T
[S007] BEIRE [{0}] HEERAEER (1] ZEH L TLET
[S008] EIEE [{0}] NEEPAEER [{1})] ZHIFRL TLWET
[S009] B [{0)] BFLLWIL—IL [1)] ZER L TWET
[S010] BIEE {0 MIL—IL [{1}] ZEHFH L TVET

[S011] EIEE [{0)] HIL—IL [{1)] ZHIBRL TV E T

[S012] EEE [{0}] H'EEEAZE = ERL L TULVE 9 [upn: {1} sid: {2} rule: {3}][Certificate Definition: {4}]
[Security Context: {5}]

[S013] BIEE [{0}] H'SERAZE [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}] % H)
BRLTWE Y

[S015] BIEHE [{0}] AEEAAEZEZER [TPM: {1}] ZER L TWE T

[S016] BIEE [{0}] HVEERELRAZE [Reference: {1}] Z1 > R— kL TWE T
[S022] BEEE (0] AV TFH U RE—REF TICHE

[S023] BEE [{0)) XAV TF Y RE—REA VICKRE

[S024] BIEE [{0})] BN AT LNILREZRZ—%RE

[S025] BIEE [{0)] BV AT LNILAEZZ—%HRE

[S026] EIEE [{0)] K'RAGIFAZ E= X —%RT

[S027] BIEE [{0}] ARAGERBEE=X—Z )t v +

[S050] EIEE [{0}] BFT LW 57 Rz fER: [{1}]

[S051] BIEE [{0)] 'V U RiERZ E#: [{1)]
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AJd—Rk

[S052] BEIEE [{0}] 'V 57 FEM Z HIFR

aJa—kr
[S401) R D 7 v FJ L — R ZR{TH - [/N\—2 3 > {0} H5][to version {1}]

[S402] > —: Citrix Federated Authentication Service |& Network Service ¥ L TRITT 2 HEH
& D E 7 [currently running as: {0}]

[S404] Citrix Federated Authentication Service T —2 N—X % 5&HIMITEEL TWET
[S405] LY R M UDBT—ER=IADT—2BITHRICTS—HMELELF L7 [{0)]

[S406] LA R UDST—ER—ZIANDOT—2BTHART LELE (F - —GRAZIERITT
nNELA)

[S407]I//XI\U/\ ADT—RIE. T—ER=ZIDBUHFEL TV, T—EXR—-UIH
TENFEATLIL

[S408] 1B Z AT VT L—RTEEEA - [/N\—2 3 > {0} h*5][to version {1}]

[S409] ThreadPool DAL L & L 7= - MinThreads H' [workers: {0} completion: {1}] h*5
[workers: {2} completion: {3}] ICFAE TN F L1

[S410] ThreadPool MERICKE L £ L 7= - MinThreads % [workers: {0} completion: {1}] h*5
[workers: {2} completion: {3}] ICABTETFHEATL e CNUIEFAS HT—N—DXT7—ZE) T+
RWEBZEZ30@MENHDET

[S411] FAS #—E X DRI Z —: [{0}]

[S412] R DTy 7T L—RHETLE LT - [/N—2 3 > {0} Hh 5]to version {1}]

[S413) EREESEEAZ DB HARRA E D A <IN EF 9 5D {0} B). FERASE OFFM: {1}

[S414] SREEEEAE D BZNEARDINE L 7o SEFAE DFFM: {0}

[S415] FREEEEAE DRESEN' e T L & LTco {0} FOBEHA OV ISR EINE Lz, REIDRIE
{BICFESNTVET
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ID 7H—> 3 YOER
NEDARY NI EREINY—N—DP DAY —-—DOTA > % T7H—brTBEFIC. FAS HH—
N—TEFTEFICOJICEREINE T,

OJ3a—k
[S101] H—/N—[{0} I&. O—=IL[{1] TID #7H— T 2ERHLH D FEA
[S102] H—/N—[{0}] IZ UPN [{1}] Z 7 — b TE £HATL = (FIH: {243)

[S103] H—/N—[{O}] IF UPN [{1}]SID {2} ZERL £ L7=H\ Iy o7y FIESIDEB} ZRLFL
=

[S104] H—/N— [{O}] IF UPN [{1}] Z# 7 — FTEXFEATLT (UPN FRE [{(2)] IC&>TEFA &
NTLEEA)

[S105] H—/N—[{O}] I& ID 77— 3 > & FITL £ L7 [upn: {1}, role {2}, Security Context: [{3}]]
[S120] FEREE % F475 [upn: {0} role: {1} Security Context: [{2}]]

[S121] FEBHE F [certifcate authority: {2}] (2 & T [upn: {0} role: {1}] ICFITEINE L

[S122] & H—/N—HNBEBE T [upn: {0} role: {LJ[17HT=D D) I T X +E {2},

[S123] [upn: {0} role: {1}] [exception: {2}] MEEEAZ DFEITICKEL £ L 7=

[S124] [certifcate authority: {2}] T [upn: {0} role: {1}] [exception: {3}] DEEBEE D FITICKBKL FL
1c

SEFASFIABE L LTHEET D
N5DARY MME. VDA I—H—%O5 A4 > LIcE FICFASH —/N—TEITEFICOJ ICEEER
INnEd,

OJ3—k
[S201] sERBEFIAE [{0)] IINRAT—RICT7IVEXTE £ A,
[S202] FERREFIAE [{0}] IFEEAREIC T /X TE FH A,

[S203] SERBEFIEE [{0}] 1dOF A > CSPICT7 VX TE EHA
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AJd—Rk

[S204] IHLEZFE [{0}] A\ [{4}] IC &K > THEER I N7 [upn: {1}] DLogon CSPIZ [{2}] A—ILT7 Y
+ ZHh: [Operation: {3}]

[S205] kL EE 7ot RIEE - MO LT T A b [0} 1 JL—IL [{1}] OZFT S ikl
EETEHD EEA

[S206] MU Lt 7 AT > b+ [{0)] IFEHMLEEETIIHD FHA

[S208] MR BIREN KB L F L 7= [Operation: {0}][upn: {1} role: {2} certificateDefinition {3}][Error
{4} {5}

1oty 3 ViAEY—/N—
CNBDARY ME A—H—h'o >ty a ViAEZEAT 3 LFASY —N\—ICOJ KT
nE9,

aJ3d—k
[S301] 7V REE: 1 —H— [{0}] IFREBRAI— b H—RADTIERERDHD FHEA
[S302] 2 —1'— [{0}] AREARRE X< — k71— K [thumbprint: {1}] #EXKL £ L 7=
[S303] 7V REE: 21— — [{0}] IFRBRAT—bH—F [upn: {1}] e —H L FEA

[S304] Z—H'—[{0}] AV Ea—%—[{2)] TTOT S L [{1}] ZRITH. WHEIZE [{6)] ICRAE
2 — k71— R [upn: {3} role: {4} thumbprint: {5}] % &£/

[S305] MR EN LB L £ L 7= [Operation: {0}][upn: {1} role: {2} containerName {3}][Error {4}
{5}

FAS7H—> 3> 501>
NEDARY NI FASTH—>a>TFodavick-TOdICERgReEnE .
aJad—kr
[S500] FAS7H—2a >S4 VDB ENTULEEA

[S501] R S NTIFAST7H—> 3> 7504 %2 0O— R TE XA TL T [exception:{0}]

© 1997-2026 Citrix Systems, Inc. All rights reserved.



77 L—> 3 EREE —E X 2203 LTSR

AJd—Rk

[S502] FAS7H—> 3> F 504 >H0O— R &N X L7 [pluginld={0}] [assembly={1}]
[location={2}]

[S503] H—/\— [{0}] IFUPN[{1}] ®T7H— MR L F L7 (OJF ViHARMHINE LT
M FST1 > 2] FENZEZYR—FLTWEEA)

[S504] H—/\— [{0}] IFUPN [{1}] ®7H— MR L £ L7 (OJF ViHLARH I E L
D BRENIZFAST ST 1 UhH D FHA)

[S505] H—/\— [{0}] IFUPN[{1}] D7 H— MK LE LR (FST1 > 2] g0 4 Vit %
ATF—RZA (B eXvt—T [{4)] THEBLELTR)

[S506] 7541 > [{0}] I&. H—/N—[{1}]] BS5DUPN [{2}]] AT # ViHilE X vt —T [[3)] L &
BICZITANELE

[S507] H—/N\—[{O}] IFUPN[{1}] D7 H—RMZEBLELE (ST {2 13XV v KR [{4)] D
RITHICHN (B ZRXAO—-LELT)

[S507] Hr—/N\— [{O}] ISJUPN [{1]] @ 7H—MICEKEL E L7 (70> {20 &9 [{3] = X
O—LZ%EL%)

[S508] ' —/\— [{0}] IZUPN [{1}] ®7H— MZKRBML F L (FOERUSHREINE L
M TSIV 2] Nz R—FLTULWEEA)

[S509] H—/N\— [{O}] IFUPN [{1}] D7 H— MIKBLELT: (FZERUDHREINELT
D BRENIZFAST ST 1 UhH D FHA)

[S510] H—/N—[{O}] IFUPN [{1}] D7 H— MK L E L (FOERMRIETST1 > [{2)] I
SO TEMPERBINELR)

) — 9 ZR— AW IGFAS
FASH'Workspace L BIE L TERAINZ . TNHDARY M OJICERHEINE T,

aJa1—Fk
[S001] O—7—< 3 > T M 7=Citrix Cloud F25E= — [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] 75U RHR—bEDa—ILAEEHLTWVWE T, FasHub 7 F 7 R —E XURL: {0}

[S003] FASH' Y T RICEER I N F L 7z [fas id: {0}] [transaction id: {1}]

© 1997-2026 Citrix Systems, Inc. All rights reserved.

90



77 L—> 3 EREE —E X 2203 LTSR

aJa—Fkr
[S004] FASD 7 577 RADERICKH L % L 7= [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FASHIRTEDEM Z 7 5 7 RIZEE L % L 7z [fas id: {0}] [transaction id: {1}]

[S006] FASDIRTEDEHD U 57 RADEEICEM L £ L 7 [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FASH' Y T Rh S EEREER SN X L /< [fas id: {0}] [transaction id: {1}]

[S009] FASD V7 5 RH 5 DEFRMEFRICK L F L7 [fas id: {0}] [transaction id: {1}] [exception:
{2}]

[SO10] FASTH—E RIEV TV R Xyt —C Y JURLICEFR SN TULWET: {0}
[S011] FASH—E RIET T U RIZERINTLEEA
[S012] FASH —E X &Citrix Cloudh'5 D> Y J )L A > A I BERIEE T

[S013] FASH —E X I&LCitrix Cloudh'5 D> Y F IV VA VICHBTE EH AL [{0)] EFEMICDOWL
Tld. BEOAVY—ILTHERETEET,

[S014] V50 R —EXADMHEUH L <service name> ($5kBL F L7 [fas id: {0}] [transaction
id: {1}] [exception: {2}]

[S015] Citrix Cloudh* 5D X vt — i, BUH LhsfachTuwanizd Oy o shEzLE
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] V5 R —E XADMEUH L <service name> (EREIIL & L7z [fas id: {0}] [transaction
id: {1}]

[S019] FASIZZ 5 Rh SR %E A~ > O— R L % L7 [fas id: {0}] [transaction id: {1}]

[S020] FASIZZ S Rh S Z AU > O— R TE FHEATL K [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] V50 RYR—FEZSa—ILOEIEKBL F L1, HI9: {0}
[S022] V5T RHAR—FEZa—I/LHMEIELTVET

[S023] Citrix CloudsB&EF —DAO—7—> 3 VKM L F L % [fas id: {0}] [current key id:{1}] [new
key id:{2}] [keys in cloud:{3}]
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[S024] Citrix CloudsRfEF—DO—F7—> 3 > &R L TWE T [fas id: {0}] [current key id:{1}]
[new key id:{2}]

[S025] C Dt —E XDEFEEF — & Citrix CloudiZfF7E L £ 9 [current key: {0}] [keys in cloud: {1}]
[S026] C D —E XDELEEF — & Citrix CloudIZ#ETE L £ A [current key: {0}] [keys in cloud: {1}]

[S027] Citrix Cloudz3sEF—D X L —CHERZ 7y 7o L— R L F L7 [fasid: {0}]

aOJ#>
NBEDARY I, OFF VEERICVDAICOYEEEREINE T,

[m B Bl

[S101] ID7H—>3>Od a7 ICkBMLE LT, BB#INBEVWI 7L —> 3 VERRET—E X [id:
{01

[S102] ID7H—>3>OdF KL £ LTz {0} DSIDZHEERTE £ AT L7 [Exception:
{1K2}]

[S103] ID7H—>a>vOd A VICKBMLE L, 32— — {0} DSIDIF {1} TIH. BiFFIND
SIDIX {2} TL7#

[S104] ID7H—>a>OdFVICKBMLE L, 77— 3 ERGEY —E X {0} AND#EFEIC
KRB L % L7z [Error: {1} {2}]

[S105] ID7H—>3>Od4 >, O A 2/ [A—H—%: {0}][Domain: {1}]

[S106] ID7H—>3>Od 4>, 77 L—> 3 EREEH —E X: {0}, [Certificate: {1}] ICOZ Z
>,

[S107] ID7H—>a3>0O0 4 VICKEL £ L7, [Exception: {0H1}]
[S108] ID7H—>a>H TSR T L. 72Ut RIEZ [Caller: {0}]
1oty 3 VilsAE

NEDARY ME, A—H—H1>tyo g VilBBE#FERALES e LIz FICVDAICOY S
BrEnEd,
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[S201] (RIBZAY — b H— R P&t RIE [{0)] Io& > T [PID: {1} FOF 5 Lik: {2}] DI=HICHEKRS
N E L 7 [Certificate thumbprint: {3}]

[S203] REEANY— b AH—RY T X FT L 7201 RIEE [caller: {0}, session {1}]
[S204] (REERARY— b HA—RFRH TSR TLe AX—FH—ROHR—MIEHTT

BEFAEERE X —RT DERK

INBDANY MME FASH—N—DEL AN DOESEIRF2EITID CEICOTICERINZE
ER

Osad—Rr

[S001] TrustArea::TrustArea: - > X b —JL I N 7-FEFAE [TrustArea: {0}] [Certificate {1}]
[TrustAreaJoinParameters{2}

[S014] Pkcs10Request::Create: PKCS10E K%z {ERL L & L 7z [Distinguished Name {0}]

[S016] M #E:1ERL AT {O)[X > & ([7anNa&Z— 2N 7ana 2 —21 7. {3)[{EH[
RhiR: {4}][FF —&: {5}][isExportable: {6}]

[S017] #AERHE::HIBR [CspName: {0}, Identifier {1}]

m B Bl o
[S104] MicrosoftCertificateAuthority::GetCredentials: {0} B9 2RI ESNE LT
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest J&& Dix{E LS — [{0}]
[S106] MicrosoftCertificateAuthority:: SubmitCertificateRequest sSEFAZE A FITS L E L 7= [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - &F3#F 5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

IVRA—Y—-DIFT—AyvtE—>
SOEU L3> TR WindowsOY 4 > R—JIZ 1~ —ICRRE NS —RHBRT S — X v tz—
UE—BRRLETY,
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RAThB3IS—RAyt—:2

|- —RBFXIZ/INAT—R

SRATLIIAOTA Y TEEFEATL L, BB
HRERIETTEFLEATLI 1 EKIFYR—b
TNTLWEEA

:/Z;L\‘;DQ\Z—\/T% i‘ti‘/u'("‘ l./TCO EIL.\D.[EL_
FRINIATY—bA—REEBZIFEEIN
Tb\i_@:/l/_t“ LTCO

FERER

BEfRH

e ARN—MH—ROJFVRICR XAV EEBRT 3:

CTX206156>

HACBR

AV Ea1—R—|3EMRERE cERE
FoTWBEEHBLTULWETH. Kerberos K
XA bO-5 - ERZESLFL
Tzo CDEED TKerberosOds| o3>
ZBRELTCETV

RXA>O> bO—F—ICEFLTET RN
RXq>d>yhO—5—HRAY—bH—RER
Az HR— b9 37O DIEAETER INT
WEtH A, TKerberosiBiEl « TRX1 >3
> hO—Z—888E « FRF TRXr>OY
hD—%—Jﬁ%E%Px4>:>hD—
T—IZBTLTLIEET VL, k. BED
BENBMICRZIBZHBETH. i %HJ?W
LB D F£7,

FRIEERE ¢ )L — MEREA O—AJLa Y
Ea—3F—ICA VXA F=ILENTVLEEA,
FFERZE & ﬁﬁ4z772h77%v%%ﬁ
LTLIEEL

B, SEPAZE DHERMEED'E L < RE

TNTLEWLD, RSATF—HETETS (<2048

Evhk) CZERLET,

« AN—hA—ROJF VR —: <https://docs.microsoft.com/ja-jp/previous-

versions/windows/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)>

<http://support.citrix.com/article/

« CAPIOZ DB <http://social.technet.microsoft.com/wiki/contents/articles/

242 .troubleshooting-pki-problems-on-windows.aspx>

 KerberosO 7 seExDERL: <https://support.microsoft.com/ja-jp/kb/262177>

e U—RN—T1 DR/ TAN— b A—ROTF > ZBMCTERIODHA RS 2:
<https://support.microsoft.com/ja-jp/kb/281245>
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PowerShell AV > FLw b

> 7L EBIC IXFederated Authentication Service (FAS) B> Y —ILZERTET 9 HN
PowerShellf > 2 —J A ATId LD BELGA T a VHRHEINE T, IV —ILTHHATE
BWA TS 3 VaERTZ3FENDH ZHEIE. CitrixTld. B ICIZPowerShellD &% FEHT %
LebHHLET,

XRDAY Y RIE. FAS PowerShellA<Y Y RLw hZEBIML £9,
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

PowerShell7 « > R T. Get-Help \<cmdlet name> ZFEB LTIV KLY FOANILTERRT
TFEY

FAS PowerShell SDKOY > KL w bDOFFMIC DLW TIE. <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/
latest/> ZEBR LT,
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EBE7—*70F+%

IEC®IC

Federated Authentication Service (FAS) |d. Active Directory sERA#RS ¥ #1689 % Citrix® J > 7R—
ZbhTHDH. A—H—H Citrix RIBR T —LL RIIRESNZ e xmEEICLET, CDR
A:J.)(/ I\_C“i\ EE’%‘;J\_ L/TCL_ i:_f i&EIE\EIE) —3\:T79:‘\7‘«_’3L\TEHEEL§'§_O

BT B L. FAS IFO—H —FRELDRE Z [EF S N/t StoreFront —/N\—ICEFEL £ 7,
StoreFront |Zl&. RFTD Web 77/ O — B D VW THEBERINBIENLEAAHRIEFT T 3
OB D StoreFront SDK F7cldH—RN—FT1 D IS 3740 > FEHAL THRBEICHETE X
Yo BANBRFKETEZIE. Web 1 MIA—H—%REITET2H5WZRATY/ O —%.
Citrix Virtual Apps & 7z13 Citrix Virtual Desktops™ BHEADOT A VIERATE 3L DICHR o7l
ET9,

CORFAAY MTE EESHETIEC. by TLANLORET—F 70 F v OFIC OV TH
AL,

- NEBRER
« PRI IRT—bU A ER

ADFS SAML
B2B 7ho> bk wvE>Y

4> ROZ 10 72 a2—)L AD Bl

BEET S FAS SEEANDY VIR EINTVWE T, IRTDT7—FTI7F¥ICDOVWT, 1R
F—ILEHR OB FAS DY b7y ICEET R EER) J7 L VR T,

T—XT I F v DEE

FAS |&. StoreFront | & o TEREE & 117z Active Directory 1—H'—(CfHh>T. A¥—+rH—K ¥
SADFEEAEZ BEFMICHKITI D L ZFFAI TN TVER Y, Chidk. BEENIIEINY—FA—F
Z7OEDIZVJTEDLDICTEDY—ILLRAKRD APl ZERL £9, 2—H—7H Citrix Virtual
Apps™ 7z Citrix Virtual Desktops Virtual Delivery Agent (VDA) IZffN SN 3 &, SEBAEHN TS
JNCT Ry FEIN. Windows RXA VGO AV ZIZEDAY— M H— FESREC LTEEAL ¥
ED
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SR N7 StoreFront™ H—/N—(3. I—H—H Citrix RIBAD 7 It XZERT B & FAS (T
Bl ¥ 9, FAS [, BE— Citrix Virtual Apps 7z Citrix Virtual Desktops v > 3 > HZD
Ty a OAE TR T A L ZFHad5F 7y b5 L EFY, FAS DAHHNI1—H —FEA
EOWBX—ICTIERATELY, VDAL FEEAETRITI 2L EN HEBRE LVESLIRIE
ZINTFAS ICEETBHEN DD £,

RDOEIE. FAS H Microsoft SEBARERE 5 L. StoreFront & & U Citrix Virtual Apps and
Desktops™ Virtual Delivery Agent (VDA) (CHR— rH—EXZRELTWVWE ZEZRLTUVE
ER

00— #1354 X & NizEfR(/en-us/federated-authentication-service/2203-Itsr/media/fas-

architecture.png)

NE R

FASZEER T2, A—H—IdTFIERFAA T3> (Kerberos> VT IT A >VF > %E
L) HEERA L TStoreFrontiICZ2ICERE L. T2 ICERAE S N/=Citrix HDX™tE w > g VIZEHR TS
£9,

CHUCED. I—HF—BERBERPAY— b H— RPINOASZRDH B 70O > T 7% L TWindowsER
EENAIREICA D, VTN YA VA —ERBED MRESNINRT— REE) #eezFH
TRIRENRLCED FT, Tk, UaTd/N— 3 > DCitrix Virtual Apps THIFBETEETS o 7=
KerberosD&IFIT S HEEOT A U EEZ B IR B OICFEATETF T,

IARTOA—H—|F. AXN—brH—FRZFEALTIVRRA Y ETFNARICOTFLTVEDE
SMMCHDDHET. Ly avYATRAF—TIVT7FAMSTF v (PKI) GEREZEICT7 VX TE
F9, CNITED. AX—FA—RU—LF—ZHFLBVWAI—F T2 TLY MREDTNA
ANSTH, ZEBRFBIAETIADAL—XBBITHEREICHRD £95

CDRMATIE. FASZEITI32H LW —N—DEIMENET, COH—/N—lF. I—HF—If
Do TAYN— M A—RISRADIEBEEZRHKITIZECEARINTVET, CNSDIEASIE. X
I—hh—ROJFUHMERINIDDEL SIS, Cirix HDXFRIEBEO I ——t v avicOd 4>
TRDHDIERAINE T,

O— #1354 X &N izEfR(/en-us/federated-authentication-service/2203-ltsr/media/fas-architectures-

internal.png)

Citrix Virtual Apps & 7= (& Citrix Virtual DesktopsiRiEid. AY¥— b A—RFOJF > EEKRDHAETHE
HIBZHBELRHD 9, THICDVTIE. CTX206156IC5EE TN TLE T,
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EIZORBRETIE. @E. RXA2IZEML TUWLWAMicrosoftSIFRA4&RI A\ FIBARIBETH D, K X1 >
A2 bO—F—ICR XA > bO—F—RAEHNEDHTENTWVWER 2 HERTBEITT
9, (CTX2061560 TR X4 > b O—F—iBAZDEITI o3> asBLTLREE

Lo )

REEIBR:

e F—lF. N\—FRIUxzT7EFXx2aVToEZa—)L HSM) FHIFHAAHFD S IATYRTSY
E7A—LEZa—)L (TPM) ICRETTET, SFMHICOVTIE. TWEBEX—DIRE OREE
HEEBLTLIETL,

e 1VAL—ILERDEEETIE. FASDODA VA M—)LEERAEICOWVWTEHBLTWE T,

Citrix Gateway D B

Citrix Gateway D BB ISAREBER M TLWE I H StoreFront& R 771 >4 I 7=Citrix GatewayhH'
BmEh. FERRARAT > MHCitrix Gateway BIRICHEEI L £ 9, Citrix Gateway(Z i&. D
Webt - EADUE— 7O AZRETZOICFERATETI25ERRASSUVAERLT T3>
NEEFNTVET,

C ORI, RFICCitrix GatewaylcFREL. RicA—H—tv S aoicOd0 VI 3BICKET
BZEHOPINIO S b ZEBTI-DICFERATEFEY, £/. ADNXAT—RKRPIXIY—FAH—R
ZHEVRBEHE T I, BERCitrix Gatewaysest 77/ AP —%FHIT I EHTEFXT,
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AUTH.LOCAL domain

Citrix Gateway

VPX
Root CA P Export
' Certificate -
Gateway Server Issue
' Certificate =

—[ Authenticate ]—

Issue

Certificate Authority

Windows Server

&

FAS User

' Certificate
Template

&

FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server

1
I
I

Associated with

FT =71 @ Cerificates

- &

- ' Certificate

Federated Authenti-
cation Server

Windows Server

FAS
Authorization

Issue

Certificate

FAS User

Issue

Hardware Security
Module (Optional)

Hardware Appliance

d‘ Users

Private Keys

Authorization
Private Key

"'J.

Domain Controller

Windows Server

UPN
walter@auth.local

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

= FAS User
= Certificate
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Citrix Virtual Apps % 7z (& Citrix Virtual DesktopsIRiEld. A¥— rA—RFOJ 7 > EERRDFETHE
Y 2BREHLRHD F9d, ZHILCTX206156ICEEHINTVLWET,

BEORBETIE. BE. RX1 IZBML TV 3MicrosoftSEFBMRE D FIBERIBETH D, R X1 >
A2 bhAO—ZF—ICRXA>OY bO—F—FEAZENENDHTONTWVWBE C 2R T B EITTHE
HET, (CTX206156D TR X4 >a> FO—F—FREDHET] /a2 BRBLTET
Lo ).

Citrix Gatewayz 7514 Y UL AT L E LT T 235 A. Citrix Gateway & StoreFrontfii D g
NTOEBHTLSTHRESINTVS Z E 2B L TS IET WV, IS, =)L/ JURLACitrix
Gatewayt —/N—Z3BTLSICIELS<BRINTVWR ZEZRRLTLIETL, Chidk. COR
B TCitrix Gateway —/\—Z 535 I B 1= DICFERATET37H T,

StoreFront Authentication Settings

These settings specify how the remote user pravides authentication credentials

¥ Secure Ticket Authority

Vierver IP address:
Authentication Settings [optional)

Summary ‘ Logon type: i [Domain - |

¥ General Settings ‘ Varsian: [ 10.0 (Build 62.4) or later -

| vIO0: SNIP or MIP, w101+ VIP |

amart card fallback: MNone -

Callback URL:

tiona) | https://NetScalerGatewayFQDN | /CitriAuthService/AuthService.asmx

Ak When no Callback URL is specified, Smart Access is not available,

B IEHR:

« Citrix GatewayZ #8595 ICl&. THow to Configure NetScaler Gateway 10.5 to use with
StoreFront 3.6 and Citrix Virtual Desktops 7.6] Z&R L T &L,

o 1A L—=ILEIERIZ. FASDA VA M—JLEBRAEICDOWTHBELTWES,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 100


http://support.citrix.com/article/ctx206156
http://support.citrix.com/content/dam/supportWS/kA260000000TWYbCAO/NSG_10.5_for_SF_2.6_and_XD_7.6.pdf

77 L—> 3 EREE —E X 2203 LTSR

ADFS SAML &R

FEACitrix GatewaysRif 727/ O —I&. SAMLIDZONA4A — (IdP) & L THEETE 3
Microsoft ADFSY D& ZAEEIC L £9. SAMLT7H—> 3 id. BEINIIAPICK > TRITS
N3BENBLINIXMLT OV I THH, A—F—HAHIYEa1—E—SXAFLICOT A>T 3
CeZmAESRLEY, k. FASH—N—H2—H—DEREEZ Microsoft ADFSH —/N\— (X 7zIE %
DMDSAMLYF SIAP) ICRETE 3 ZzBKL £,

AUTH.LOCAL domain

—

Citrix Gateway Certificate Authority
VPX -
Windows Server -
Root CA ) EXTIOL & FAS User
§ Certificate h 1 Certificate sessessssssussmusssssnens Domain Controller
L Templats
Gateway Server Issue H @ empate
Certificat - izati X
f Certficate E:f‘tf;‘i‘;‘:lg”za"°" Windows Server
ADFS Signature i Template
. Certificate PN
walter@auth.local
SAML SP (RP) | Alternative UPN
walter@adfs.ext
StoreFront
Windows Server
Issue e TLS Server
' Certificate
Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
[— . Issue Operating Systems
r==F-: L:— AUhOTZAtION  gueidenneranaes
1 4 Certificate
| vicosoft [l wicosoit [N T I . rrsuser
: :"' - E} Certificates ~ §| Certificate
4
Web Access Proxy ADFS Server 1 -,
Ve e Login with |
: T e BT
" N £
Windows Server Windows Server :'§ 1
B .
|_§ , | Hardware Security
18, .
1S Server ,g i | Module (Optional)
' Certificate 1
> : 1 Hardware Appliance
1
f) Signature LI
- '
' Certificate i : yﬁ Users
| === a" Private Keys
r) Encryption I M
Certificate 1
' (not used) L . M Authorization
: Private Key

ADFS Proxy SAML IdP
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ADFSIZ, 12—y FEREATYE—MDSEEDY —XCA—H—%ZLIIERHT B HICK
{ERAINET, e zid. Office 36585 IC K< FAINE T

B IEHR:

« ADFSEMRDEEEICFHFMANEHINTLET,
o 1A M—)LEERDEEEIZ. FASDA VR M—=)LEEBRAEICDWVWTEHBELTWE T,

« CDEEEDCitrix Gateway deploymenttt 7> 3 VICIE. BRRICE T 2ZEBRIENSENTULE
ED

B2B7HOYRIvEVST

22DEMAPEVDO AV E 21— -2 AT LZFERALEWVEE. —RIVGERRIS. ERERzHEF
DActive Directory Federation Service (ADFS) —/N\—Ztv ;b 7v 7§35 TY, ChIZ&
D, —ADEHOI—H—IF. b5 —HDEDActive Directory (AD) BBRICS — L L XIZEREET

IXJ, OJAVE., SA—Y—138H0oOJ A4 > ERBHRZERA L. ADFSIZCNZEET7SHD
ADEBIEBEARD v ROT7AHTY b ICHEBNICIYYEY ST LET,
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ADFS.EXT domain

Domain Controller

Windows Server

uPN

Windows Server

ADFS Server

Windows Server

Citrix Gateway

AUTH.LOCAL domain

Issue

Certificate Authority

Windows Server

&

StoreFront

Windows Server

TLS Server

VPX

Root CA
' Certificate

o

! (from ADFS.EXT CA)

Root CA Certificate
' (from AUTH.LOCAL CA)

Export

Export

r
I
I
I
I
£l
Citri B
itrix 21 -
g1 Hardware Security
. g! i
client Er Module (Optional)
1
I Hardware Appliance
Windows / MacO5 / Linux :
: ( Users
- = g‘ Private Keys
Export Root CA Certificate

§ cenificate

Federated Authenti-

FAS User
‘ walter @adfs.ext g Coritcate Domain Controller
Template
@ FAS Authorization .
Certificate Windows Server
f Template
walter@auth.local
- Certificate Authority Alternative UPN

Autharization
Private Key

o

walter @adfs.ext

] B g corhore Gateway Server . cation Server Citrix
§ Ccerficate Windows S Virtual Delivery
indows Server

3 ) Signature Export ADFS Signature Agent
E ' Certificate R Cerificate s Windows Server & Desktop
Ea . F==F-- |_‘4 Authorization Issue Operating Systems
= lf) Encryption SAML SP {RP) Certificate
& Certificate

' (not used) 4--1 FASUser 4 Issue E FAS User

| @ Certficates - | Certificate
: 4
Login with

REEIBER:

e 1A M—ILEIBRRDEEETIZ. FASOA VA M=ILAECERAEICDOWVWTHALTWLE
ER

Windows 10 Azure AD 31 >

Wwindows 10Tld. TAzure AD Joinl EWSHEEZRNEAIhF Lo THIE. EERDWindows R
XA OBMEBZMIZIEBMTOWETA, T4V 2—2y MEH] O F A EXFRELTVE

T CHUE. FY TRy TRETLY FTOHERHEEL X9, ERDWindows B X1 V&L [E
BRIC. Azure ADICIE. 2HEDOWebt 1 b UV =W T B2 VI IYA > F VETILERREIC
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BB B ET. CNSIRTAT T4 V2—%y MHISI THBD. &7+ ALANRIF TR
<o AVE—Ry MCEBRSNEH 50 38D SHEL £ 7.

Azure F
,_! Azure AD

!
1

Synchronzation

|
; .
- &

Citrix Yirtual Desktop

Cloud = -
DMZ rlg - e

-

COBBIE. (474 ZAOIY R1—¥—) tWSHANRENICHEELEVATT, Sy
kv Fid. BHFOAzUre ADKBEE LT, R2ICA V2 —%y MERTERS SURISNE
.

CORRDA>YISIANSIFvid. IP7RLADFIATTRERIGATHNUILE ZTHRITTESC
CISEFRLTLKET WV, AVFL IR RAMERTONAR—. Azure. £IFEOMDIZ TR
ZONAA—T9, Azure AD Connect> > O+ H—(&. Azure ADICEEIRIICERL X9, f
DT Z74 YT Tld. BRIEDT=DICAzure VMZERLTWLWET,

B IEHR:

o A VA M—ILEEBHDEETIE. FASODT VA M=ILAECEBRAEICOWTHBALTWLE
ER
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o Azure ADREDEEHICEEHENEEH N TULET,

ADFSEH

IEC®IC

ZORFa2XY Tl CitrixEgE % Microsoft ADFS S 3 AEICDWVWTERB L £ 95

Z<OEBTIZ. B—DFREERT Y b Z2REL T BWebT o hADREBRI—HY—T I/ IXZE
HBYB1OICADFSZERBLTVE Y, Lzl BRIINEENFATETZEMOITUR
A7 O—RZF>TVLBIHZEDHD 9, INSDHAIFE. FEDWindowsOJ 7 > ERRIGIR
TREITBIVEN DD FT,

Federated Authentication Service (FAS) Zff 9 % &. Citrix Gatewayd & U'Citrix StoreFront™ %
ADFSOJ AV AT LEFETEDLDHTE. RHDRE Y TDOREAZBRTIT T,

C DERMTIE. Citrix Gateway % Microsoft ADFSADIEEAZEFBE L LTHEL £,

O—#1 354 X &N izEfR(/en-us/federated-authentication-service/2203-ltsr/media/fas-architectures-

adfs-saml.png)

INw O T Ry —ZXHWindows VDA F 7zldLinux VDAD EBE 5 THH>TH. EWMEIHD F
Ao

SAML D E

Security Assertion Markup Language (SAML) I&. 2>V TATFAR=ISADVHA LD
M WebT7 ZOHOTA Y RXTLTY, BRICIXODEEANSENE T,

IJAZ4 L2 FURL

Citrix Gatewayld. A—H—HEREESNZUNELH D e ZEHT D . I—F—DWebT 5T
IC. ADFSH—/\—_EDSAMLOY # > WebR—JIZHTTP POSTZ2 RT3 3 & S ICERL £ 95
CHNUTBEE. https:// DFERDT7 KL XTY: https://adfs.mycompany.com/adfs/1s o

ZDOWebR—TPOSTICIE. O A VAR T LIt FICADFSHI——%KRd TED 7KL X
ZECFOMOBHRAZENTUVET,
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oyl

Entityldi&. Citrix GatewayB’ ADFSADPOSTT — X ICFHBZ—RDHEAIFTT. ZHUITKD.
ADFSIZA—H—Hr D —ERICOIF Y LELSE LTVWEHZERH L. BEICIGC TER SR
SRS —EEALET, BITINLIBE. SAMLEREEXMLIZENttyldiIc K> THAITh 3 —E
AANDATANZDHFBELTWET,

B, EntitylDIZCitrix Gatewaytr —/N\—DOJ 74 > R—JDURLT I A Citrix Gateway £ ADFS
AEELTULNIX. —MIICIZETHEBUVEHA. https://ns.mycompany.com/application/

logonpage o

ED7FLRA

SREEDIARINT B & ADFSIEA—H—DWeb 7 ZHIIXF L. Entltyldﬁﬁh_ﬁﬁi*nﬁl?eply URL®
WINMICSAMLEREEXMLZPOSTY 2 & 2R L £9, CNIFBE. stDCitrix Gatewayth —
IN—LE® https:// PRL AT, ERIFIDEHEDTYI: https://ns.mycompany.com/cgi/

samlauth o

B DReply URLT R L ZHMEH INTLBI5E. Citrix GatewaylFADFSADRFIDPOSTTWVY
NHEERTET X,

ELEAE

ADFSI. WEZ#ExFERAL TSAMLEREXMLY OJICEESEL L E T, COBREZRILET DD

(C. Citrix Gatewayl3ZEFFZ 7 7 T ILICE EFN3 LAEEZFERAL TCINSDEREZF T v I T3 L
SICHEBHRTZIHRELRHD £9, SEAET 71 ILITEE. ADFSH—N—HD'5BELITFIX T 7
1IL T,

T4 > 7 FURL

ADFS t Citrix Gatewayld RO 7D b1 S XATFLZHR—ELTWET, Thid. Citrix
GatewayHh'SAMLEREEXMLT7 O HAIREAST A L TWB vy a vz £ERLTVLWEIDE SH%E
HERI 7o BLKR—1)>JFTBURLTY,

CHNUISBR T AHNBDRWVWA TS 3 VRETY, BE. https:// 7 RL X T, EERIE
https://adfs.mycompany.com/adfs/logout CT39, (I >ZILOJFAVURLERBLTHSHE
HHDFET, )

B

U2 3 > Citrix Gateway BRI Tld. 1ZZEDLDAPFREEA 72 3 > & IE T 3 & S ICCitrix Gateway
ZRETDHEICODVTHALTWVWE T, TNHERBICTET LB, SAMLESEZFFRI I 55 LW
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SREER 1) & — 7% Citrix Gateway EIC{ERR TE £ 9, MUK D, Citrix Gateway ™V « ' — K TER

INB3TT7AILEDLDAPRY O —%BEIHRZ DN TEET,

MetScaler » MetScaler Gateway » Policies » Authentication » SAML > Policies {:J
Palicies Servers
Add t relete how Binding Primary VPM Global Bindings
Mame Expression Request Server
StoreFrontSAML N5_TRUE AzureAd

SAMLRY S—0DAD

9 H

Search =

HUHEIICADFSEE VY — LA SEE LB EERA LT, FTLWSAML AP —N—%#R L £
o CORIUI—HEEHTIND L. Citrix Gatewayld1—H—%ADFSICU A Lo kL TOJHF

V. FORDODICADFSER[ESAMLEREE c— 27 V2 ZITANE T,

Create Authentication SAML Server

Create Authentication SAML Server

Name*
Azuresd Assavtion Conmumnts Service: lndes

255
Authentication Type

SAML
IDP Certificate Mame® 255
AZureADSAML [»]f +
Redirect URL* _ Exact bl
20f-4c20-9826-14d5e484c62e/saml2

Single Logout URL IntermetProtocol ~

29f-4c20-9626-14d5e484c62e/5aml2 . IntemetProtocolPassword v
Uzer Field ture Algorithm®

userprincipalname

Signing Certficate Name

v)
Issuer Name
hrtps:‘."l.l'ns,citrixﬁ;mll:lemu n;e'[,f'Citnn“'_;
Reject Unsigned Assertion®
on &
SAML Binding®

post v

Default Authentication Group

Skew Time(mans)

5
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BEEHR

o« 1 YRAM—JLEHERL IF. FASDA VX b—)LEERICBET2EERU T 7L VAT,
« —IRBFASERIE. BRT7—FT7F v OREBICTFLHLNTVET,

* "How-to" 5BE(F. BEARBEBE OLBETHEBNINTLET.

Azure ADDRE

IEC®IC

CDRFaX> Tl CitrixERIE % Windows 10 Azure ADIERE C SRE T B HEICDWVWTERBAL £
Jo Windows 10TIdAzure ADDEATNE LTce ChiE. BIEED VIS A VA2 DIDIC.
O—X>JD3yThy T2 —2y MEETRERXAVICEBMEE SR A TET D5
LOWRXAUBMETILTY,

CORFaXMOERRAFTIE. ITHMAAFRI—T—ICEEX—ILT7RLREFRI— =@
ADWindows 105w F hw FICIRET IO X FLICDOVWTEHBALTVWE Y, 21— —I3. |E/N
WD AT L > N—= 3 NG, > Azure ADICEBINA > arh 5D I—RICTIERALE
ER
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i Settings - [ ] b4
@ SYSTEM Find a setting fs
Display

PC
Motifications & actions PC name vda-win0
Apps & features Rename PC
Multitasking Organization ~ WORK
Tablet mode Jain a domain
Power & sleep Jgin Azure AD
Storage " ) )
Edition Windows 10 Enterprise
Qffline maps Product 1D 00329-00000-00003-AA066
Processor Intel{R) Xeon(R) CPU E5-1650 0 @ 3.20GHz
Default apps 3.19 GHz
Installed RAM 2.00 GB
About
System type 64-bit operating system, xo4-based processor
Pen and touch  Neo pen or touch input is available for this
display
Channe arcduct bew ar inarads weair sdition of Windasae

Zw by THERINS . Microsoft Edge Web 7' 5 UH —(d. Azure SaaS7 U4 —> 3>
DWebR—T %N L TREDOWebt 1 b X Citrix A7 7V r—> 3 IcBBNICH 1 > F > L.
Office 3657 ¥ DfttDAzure 7 74— 3 VHFIETEEX T,
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B Access Panel Applicatior X+ *

a
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ

Microsoft Azure george®

applications  profile

cClfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

T=F%TIFv

CDT—FTIFviE. WFROLERY FT—T%Azure R TREICER L. Azure AD*Office
5B EDFERFOIZ SV RT7/OP—ekalxd, TV RA—HF—FIRTUE—FD—H—
CRABEIN. AT74XRAV TRy MIWBEWSEERIEH D £FH A

CDOETIIE BEFEOA VT LIRS AT LZFEDOLEICHBEBRATEX Y, Azure AD Connect/d
BlEA 2 —%w MMRATAZUrelc 7w TE31HTT,
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Azure F
,_! Azure AD

!

]
Synchroneation

|
; .
- il W

AD

Citrix Virtual Desktop

Cloud e —
DMZ -

PKI

MR T 74T+ — L TRESNTLAN L Kerberos/INTLMEREE TH o Fct F a 7 RERE > >
TINFADANE CDT—FTIF v TIFAZureNDTLSER I E SAMLICE Z MR 5NE T, #
LWH—E X, Azure ADICBINT BAzure 7 77— 3> LTHRBEINE T, Active
Directoryz M B L §2BFEDT7 ) r—> 3> (SQL Server7 —A2~RN—2X7 L) |&. Azure Cloud
Service DIAASER I b D 1EEE D Active Directory Server VMZERA L TRITTE T,

A—H—DREERKDT TV r—> 3 %8 T S . Citrix Virtual Apps and Desktops™ /B 7 1)
T—2a aEFERLT7I7ERENET, TEIXLEEOT7 T r—2 3 »Id Microsoft Edge
VTN A A UMEEEFER LT - —0DAzure 7 7V r—a o R—JZBE L TREIN
&9, Microsoftid. Azure7” 77— 3 > Z5Z L TEE T E $Androids L IOST 71U HiR M
LTWET,

DNSY —> DYERR
Azure ADTIlE. BIEEN/NT U WwIDNST7RLXAZZHR L. XA V&Y T4 v IRDEFEY —
CEHIEITAIMEAHD I, CNEITIICIE. EIEEIZAzure DNSY — VR ERTET £ 9,
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ZDOHITIE. DNSY —> 4% citrixsamldemo.net Z{EARA L £ 95

Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

a>Y —JLICIFAzure DNSRER— LY —N—D&BINRTREINE T, ChHlE. V—2DDNSL >
ARSDONSIY M) TEBRBEBEINZIMNELHD X (F: citrixsamldemo.net. NS

n1-01.azure-dns.com ) o

AZure CEITEINTUVBVMADERBRZENMTY 38E8. VMOAzureE¥EDNSL J1— RADCNAME
RA VR —%FRTIONROHEETIT, VMDIPZ RLANEEINTH,. DNSY—>T 71l
EFEFTEHIZIHNEIIHD T A

COREETIE. RS LUANEDODNST7 RL AT T4 wIRADB—HLET, RXA1IE
citrixsamldemo.netG. X 71w LDNS (HEBEYICIZ10.0.0.%) ZFERAL X9,
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Web Application Proxyth —/\—% &89 % [fs.citrixsamldemo.nety T> FUZEBMLEYT, ch
lF. CDOY—>DT7xz7L—>3 > —EXTY,

IO RY—ERZERT S
ZDFITIE. Azure TEITINTWVWBADFSH—N—% ST ADEREZ SO CitrikBRIEBEZHEBR L £ 7,
lcitrixsamldemol ¥ WS EFIND T 57 R —EXDMERINE T,

URL

@ WEE APP ’ QUICK CREATE .
ctrixsamldema

— «cloudapp.net
VIRTUAL MACHINE i-‘i CUSTOM CREATE SouCappne
REGION OR AFFINITY GROUPR

“ -3 E MOBILE SERVICE West Europe \-|

'-F-\-
it @ | CLOUD SERVICE
N

ﬁ EEI BATCH SERVICE

CREATE CLOUD SERVICE

Windows{RE IS V&2 ER T B
2579 R —E X TEITEINSB5DDWindows VM%Z {ERK L & T

X >3> kO—7— (domaincontrol)

72a—)L A% b ADFS H—/\— (adfs)

ADFS Web7 7t X 70O < (Web Application Proxy. R X1 >&M#i L)

« IV IRN=FYILTYTRTIUR TR by TR FUN)— > bO—-5—

PRIV IRREBTTIELUVT R by T RETUN)—I—2 T2 b (VDA)
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Create virtual machine » Basics

Create virtual machine

Resource groups

$2 Al resources
- = = * Mame

1 Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines
3 Subscription

501 databases wvisual Studio Professional with MSDN -

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

XL bO—5—

« 1Z2ZERY70 Active Directory BB Z EFL T 2 7. DNSH—/\— X Active Directory Domain
ServicesDRENEEIML £ (ZDHITIL. citrixsamldemo.net)e K XA VEEHNTT L1
#. Active Directory Certification ServicesD1&Z| %= BM L £ 9%

s TANEDBEDI—Y—T7HU> b ZER L £9 (H: George@citrixsamldemo.net),

e ZOHY—N—IIAREDNSZEEITT 37, IRTDY—/N\—IIDNSERDT=HICZ D —/N—
BRI INENHD £9, THldAzure DNSRER—IHSITS N TETET, (FFMIC
DVWTIE. CORFaXYMOFFEEBSBLTIIEIL, )

ADFSO> hFO—5—Web7 V4 —>a>OxH—N—

o ADFSt—/\—Z%citrixsamldemo K XA VIZBMIE £ J, Web7 U or—>3>7Ox>
F—N—IPBINT=T— 0TI —TICHE L THE L BELH D75, ADDNSICDNST7 KL X
EFHTEERLTLIETL,
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« ZN 5D —/N\—TEnable-PSRemoting -Force 1< > K L v k& 3EfTL. AzureAD Connect
V=I5 DT 7AT7 I+ )LZADPSY E— MLUEZHFIL XY,
SMIYOREFEERTRAI by ™ FYN)—=3> bAO—5—ELUVVDA

« citrixsamldemolZEM L TUL35% D D28 DWindowst —/N—I(C. Citrix Virtual Apps £ 7z (&
Citrix Virtual Desktops Delivery Controller™& K UOVDAZ 1 > A —JLL £,

REZBDNSDIERR

RXA>a>brO—5—DA1 VX b—)L#. DNSH—/N\—%#Em L T, citrixsamldemo.net® KR
Ea—ZMEL. AEDNSH—/N\— (4]: 8.8.8.8) AND T +#T—HA— L THETE X,

-4 DINS Manager = | =] e
File Action View Help

o AR Baz Be § 86

2 DMs Mame Type Data Timestas
4 § DOMAINCONTROL T _msdes
4 [ Forward Lockup Zones || ™ sites
i3 _j _msdcs. net || = _tep
B & . udp
I ] Reverse Lookup Zones 7| DomainDnsZones
b _:I TNSt.PFi it | FerestDnsFones
b [ Conditional Farwarders ] (same as parent falder) Stant of Authority (S04) [24], demaincantral. static
g Global Logs ] (same a5 parent falder) Mame Sepver (MS) domaincantral, static
] (same a5 parent falder) Host (A) 100012 53520
£ adfs Host (&) 10.0.0.13 51 axzml
] demaincontral Host (4) 10.,0.0,12 static
=[E Host (4) 10,0013 static
Flwap Hast (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
< " ¥

FRIL J—RZEMLET:

* wap.citrixsamldemo.net
« fs.citrixsamldemo.net
* enterpriseregistration.citrixsaml.net

Azure TEITIN TV ITARTOVMIZ. TODNSH—N—DAEFERTEELDICHERT IHEN
HOFEd, ChF. RV R T—I4>F2—T A AGUINSERITTEE T,
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m_l netscaler530 Settings

Essentials =~ i H':,ﬂ O NS serve
PNEINNY Custom DNS
Resource group Private IP address
citrixsamidemo 10.0.0.9 SUFFORT + TROUBLESHOOTING i
* Primary DMS server
twork/subnet
P B Auditlogs p [10005 v
& MNew support request b Secondary DING server
Sub ption ID
df22436f-d4f9-46ae-beTb-6470cdaeefca
GEMNERAL
Properties >
Al 35 =
M [P addresses >
Bl DNS servers pd
) Network security group >

BIETId. WEIP7 KL X (10.0.0.9) IFENICEIDEHTONEF T, IP7RLABREZFEAL T,
IP7 RLRZXKGHICEIDH TR ENTEFEY, Zild. Web Application Proxytr —/\— & K X
A>AY FA—=F =X LTRITITIHELHD £7-

NEEDNST7 KL X &18R T3

VMAIERITEINTWVBIZEE. AzurelIVMICEID Y THENTWABIRED/NT ) v IIPT7 RL X %389
JMBDODNSY — > —N—%F#FLFd, Nk, BLE TAzure A ZVMDEFRFICIPT KL X%
FNDYTRH. BMCT S EERLGEEETT,

& AR O Eccentials ~ & AR O Assignment
Dynamic RN
13.84,252.54 SUPPORT « TROUBLESHOOTING
IP address @
o systen oNs T
windows B Auditlogs > 13.84.252.54
Size A: t
e 5 Idle timeout (minutes) @
Standard DS1v2 (1 core, 3.5 GB memory) SON omaincontrolaz4 & Mew support request > el
4
ik IS name labe Sut v] intual machine

Ful add

df22436f-d4f3-4Gae-beTh-64T3cdaeefca DomainCentrol

GENERAL DNS name label (optional) &
gs > i domzincontrel-citrozamidemo
Properties > .
westeurope.cloudapp.azure.com
Il settings
& Configuration >
.E_:\c;
®

RESOURCE MANAGEMENT
Edit & Tags
& Locks

il Users

R R

B3 Eqort template

Z DFITIE. domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com®DDNS 7 K L X%z K
XA bO—Z—ICBIDETTVET,

) E— MMERNTET 95 &. Web Application Proxy & Citrix GatewayDVMD &HHY/N T w JIPT
FLZZBMCTIRENH D CITFRELTLLRETVL, @EHP. NTUvIIPT7 RL IR
BADRDPT7 VR RICERAINET) o
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EFXaVTFoTIN—TZ2BHTS

Azure7 2T RIE. EFaUT LT ERALT. 12—y kHSVMADTCP/UDPT ¥
CTRIWTBZT7AT7 04— ILIL—ILZEBELE Y, BIETIEZ. INTDVMTRDPT7 It ANFF
BENTULWET, Citrix Gatewayd & TF'Web Application Proxyth—/N\—+%. 7R— F443TTLS%Z &FF]
TRIBELNDHD XY,

r B8R P
SUPPORT + TROUBLESHOOTING d, 0 outbound SUPPORT + TROUBLESHOOTING
Associated with
B Auditlogs > 0 subnets, 2 network interfaces H 2uditlogs >
& New support request > & Mew support request >
GENERAL GENERAL
tings =
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DNS servers » ™. Outhound security rules »
@ Metwork security group pd B Metwork interfaces >
Subnets >
RESDURCE MANAGEMENT

ADFSEIFAE Z1ER T %

MicrosoftsEFA#%REI TWebH —/N—SERRZE T > L —FZEBMICLE T, CNICED. h XA L
DNS7 RL ZZHFDIAEZEHR L. MEBEF—Z2Z3OTpk 7 7AMILICTZTIRKR—FTEXT, C
DFEFREIFADFSH —/N—Web7 TV —> 3> FOFSH—N—OBEHFICA VA M—=ILT 34
ENHDTHD. PRXT7MILDHREINZ A T3> T,

UTFoH 7oy b TWeb Y —N—FEREZHKITL £,
s JEVF—L:
o adfs.citrixsamldemo.net
- BV MBS

o * citrixsamldemo.net
o fs.citrixsamldemo. % k

o enterpriseregistration.citrixsamldemo.net
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I | Enterprise

@ Consolel - [Co

Fil BActi v -
MRIEENE o 20 £\ subject | General | Extensions | Private Key | Certification Authority
bl JA i =l Certificate Enrall The subject of a certificate is the user ar camputer to which the certificate is issued. You
(B Console Root can enter information about the types of subject name and alternative narme values that

4 () Certificates (L can be wsed in a certificate.
4 7 Personal Request Certificatd’ | ¢ piect of certficate
= ifi The user or computer that is receiving the certificate
- Certifig You can request the fol P 9
b [ Trusted Rg click Enrall, Subject name:

Type: |CM=adfs.citrisamldemo.net

7 Intermediz
: 3' Trusted Pu [] Cemputer |Cornmm name
= Value:
b _Tl ;.I:tﬂmd [w] Web Server |
p [ Third-Part] )
- MMore info
I 7 Trusted Pe & I ATt -
b [ Client Aut The following opt ernative name:
p [ Remote D¢ Key usage: Type: '.c:m'ngs' amldemo.net
' L" E""t:tnEE—T Application pe |DNS f!-ciﬁbﬁam!d citrsam
[l ma &rg . A Value: stratiomn. Cirnnsan
< Validity period
I [] Trusted De |

[[] Show all templates

5 L1}

EREZ. NRAT— P TRESNIMEF —ZSDTpx T 7 IILICTIRR—FLET,

Azure ADZtY N 7w T93
Dt 3> TlE. FILWAZUre AD1T XX X%t w k7w L. Windows 10% Azure AD

ICBMEEBHICERATET S —IDZER T3 7O XICDOVWTEHFLSHRAL F T,

wLOWTo LI M ZERT D
ERDAzUre R—2)LICOTF L. FILWTo LI MU ZERL XSS
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Add directory

DIRECTORY
Create new directory
MNAME
CitrixSAhLDemo
DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

TTIBE BER-—IDPRTINET,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

",

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

FO—/NI)LEBRED—H— (AzureAdmin) Z{ERR T3

Azure T/ O—/NILEEE (CDOHITIE AzureAdmin@citrixsamldemo.onmicrosoft.com ) Z{F
BRL. ILWIADY bTOdF Y LTNRAT—RZRELFT,
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

Azure AD ICR X1 > &2B®R TS

T 7 4I)L b TlE. I—H—I|F <user.name>@<company>.onmicrosoft.com DD A—)LT7 K
LXTHEBIETNE T,

CNTHEMHBRELXLTHRELEXF TN BEERADOX—IIL7RLA TENIITYRFI—H—0D
X=)LT7HOY rEe—HTD2HDNEDBEYITY: <user.name>@<company>.com o

FXL>DEBM7Vavid. EEOSHDOR XA IO 5DO)AAML I b EERELET,. ZDOF
Tld citrixsamldemo.net Z={EAL 9,

VTGN HAOFODI-DIC ADFS #RET 3EBAIE. FT VIRV IRAZBMILET,
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,
DOMAIN NAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

Azure AD Connect 1 VX b—JL$ 3

Azure AD ¥ GUI ® X 7w = 2 |&. Azure AD Connect @ Microsoft # 7> O— KRR—=JICUA
AL FENET, CNEADFSVMICA VYA R—=ILLE Y, ADFSA > a3 %FBTES LS
IC. Express Settings Tld7%: < Custom install Z{ER L T &L\,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Visual C++ 2013 Redistributable

Optional configuration:

ADFS D7 xTL—a3>i Y IINGA A AT 3% BIRLE D,

O—#1 35 4 X &N i-EfR(/en-us/federated-authentication-service/2203-Itsr/media/fas-azure-setup-

azure-usersignin.png)
LENCER L7=BIBET7 HU > hTAzurellHEHE L £ 9

O—#1 354 X ENi-EfR(/en-us/federated-authentication-service/2203-ltsr/media/fas-azure-setup-

azure-connect.png)
WEADT # L X hZBIRL F 75

O—#1 3 4 X &N i-EfR(/en-us/federated-authentication-service/2203-ltsr/media/fas-azure-setup-

azure-connect-dirs.png)
IARTD L H > —Active DirectoryZ 72 7 b%ZAzure ADC[EIHEL £ 95

00— 5«1 X I N7-E&(/en-us/federated-authentication-service/2203-Itsr/media/fas-azure-setup-

azure-domain-ou-filter.png)

T4 L7 MUBENBMAIESIF. 22 +DIC—EBETHB . QIF >3- —
ZHEATEE T,
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O—#1 3 4 X &N i-Eff(/en-us/federated-authentication-service/2203-ltsr/media/fas-azure-setup-

azure-unique-id-users.png)

TI7ANMDTAIINRITF T a>eRIFTANDZD A—F—ETNAXAZ2/HEDTI—-T
Ty MMCHPBRL & Jo

O—#1 5 4 X &N i-EfR(/en-us/federated-authentication-service/2203-ltsr/media/fas-azure-setup-

azure-filter-users-devices.png)

WEBEIZRS LTy Azure AD/NZ T — R % Active Directory Y BEIEA CE £ 9, CHIFEE. ADFSR—X
DFREEICIIBED D FE Ao

O—#1 3 4 X &N i-Eff(/en-us/federated-authentication-service/2203-ltsr/media/fas-azure-setup-

azure-optional-features.png)

AD FSTERE 9 2iEFAZEPFX 7 71 )L % &R L. DNS% & L Tfs.citrixsamldemo.netZ 87 L £
ER

O—#1 5 4 X E N i-EfR(/en-us/federated-authentication-service/2203-ltsr/media/fas-azure-setup-

azure-adfs-farm.png)

7OF > —N—0DFRZRO 5N7=5. wap.citrixsamldemo.net H—/NN—DT7 KL XZASLF
9o Azure AD Connect BB TZE 3 & 512, Web Application Proxy H—/N\—TEBE&ZE LT
Enable-PSRemoting -Force X >V R L v hZERTTIMRENHZHEHNHD £7,
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Components Specify where to install web application proay.
User Sign-In SERVER
Connect 1o Azure AD | Type a server name or [P address Add
Sync
Connect Directories SELECTED SERVERS

Damain/OU Filtering ﬂ VDAcitrixsamldeme.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD FS Farm

Federation Servers

Proxy Servers

Credentials

Service account

Azure AD Domain

Configure

Werify

[

1) E— bPowerShell DEFBEMEDEREICL D CDFIEH LM L 723FE1&. Web Application
Proxyh —/N\—7%& R XA VIZBMEETHTLETL,

T4 —ROEDDFIETIX. ZEDBEEBEENIAT—REFEHRAL. ADFSOY—EXT7HI >+
ZER LTI, £D%. Azure AD Connect | DNS YV —> DFFBEHERRIIT 3 LS5 KD F T
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Azure AD Domain

Express Settings
Required Components
User Sign-n

Connect to AZure AD

Sync

AD F= Farm

Cradentials

Configure

Verify

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory.
pomain: @

|citmsamldemo.cloudapp.net 7

Connect Directories
Domain/OU Fittering
Identifying users
Filtering

Optional Features

Federation Servers

Proxy Servers

Service account

Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to

the DNS settings.

TXT record:

Taxt: M5=ms59661451

MX record:

Destination: ms59661451.msv.invalid
You will need this setting in place to complete AD FS installation.

|| Learn more about verifying DNS ownership for Azure Active Directory domains

TXTE LU MX LO—RK%Z Azure ® DNS 7 RL XL O—RICEML £,

HAME TYPE
=] N5

=] S04

= TAT

fs CHAME

TTL

172800

3600

3600

3600

WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

ms70102213

adfs-citrinsamldermoawesteurepecloud., |,

Azure B3>V —JL T Verify z7 ) v LE T,

CitrixSam|Demo

&3 USERS GROUPS APPLICATIONS DOMAINS
DOMAIN NAME THPE
citrbesamidema onmicrosoft oom Basic

DIRECTORY INTEGEATICMN COMNFIGURE EPQRTS LICEMSES
STATUS SINGLE SIGEM-0N PRIMARY DORMAIN p
S Active Hot Awailable ¥es
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CDOFIEH LB L 1=EE1%. Azure AD Connect #E1T T 3BIIC R XAV ERIETE 7,

ETTBE. BT RL X fs.citrixsamldemo.net 7R — + 443 B TEHINE TS

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:
10:0.0.13

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

Previous Verify Exit

Azure AD Join ZBRICT S

A—H—hX—JL7 KL X% AF L TWindows 10H'Azure ADEM%ERTTIT3LDICT B .
DNSH 7« v XHCNAME DNSL J— FORBRICEAINE I, DL I— RIFADFS:
enterpriseregistration.\<upnsuffix>% 18 HEHH D £ 95

ZDFTIE. ThiE fs.citrixsamldemo.net T9,
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enterpriserezstration. citrcsamidemounet E
Type

CHAME |
= TTL TTL unit

1 + | Minutes w
Allias
[ T citrimsamibdemo net W

NEIEERRKES = E L T LR LESIE. WindowsHhADFSH—/N\N—%{E883 3L SIZ. ADFS)L—
rEERAZAWindows 10V E 23— —ICA YA R—=ILENTWVWBR I e ZBERELTLLIET L. Ual
ICER LI —ThHoY b ZzERALT. Azure ADR XA >UBM%ZEERITL £,

X

Let’s get you signed in

Work or school account

George@citrixsamldemo.net u

Password

| forgot my password

Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement
-

UPNIZ. ADFSEXA > AV FO—F—ICEL>TERHBINBUPNE—HTEIHNELNH B CISER
LTLIETL,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Finish

)
IOoVZBEHL. I—HF—DX—I)L7RLRZFERLTOI A>3 5 LT Azure ADEMA
B Ll e zfsiLEd, OJA > L7175 Microsoft EdgeZz#c&) L T <http://
myapps.microsoft.com> ([C¥EKiLE T, Yz TH A MIBENICO VIS A VU F > ZFERTS
19T,

Citrix Virtual Apps X & Citrix Virtual DesktopsZ -1 > X b—JL§ 3

BEDHET. Citrix Virtual Apps & 7= 13 Citrix Virtual DesktopsDISOh 5 E#E. AzurelZDelivery
Controller58 K UOVDAREY S V%A VA M—ILTEEXT,

_ DFITIE. StoreFronti&Delivery Controller& B L —/N—ICA YA b—=I)LENTWLWE T, VDA
I&. Machine Creation Services SEEEJIC (A 7> a > THERAIEETETHD) « RZ>R7OY
DWindows 2012 R2RDST—H— LTA YR M—ILENET, HifT9 BF1IC. 1—H—
George@citrixsamldemo.neth /XX T — R CTEREECTET B e MR L T ET LY,
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« 16 e Y

Citrix StoreFront : [ -

DESETOPRS

Q, bearch Desktops

Details

I —H—DEKIFHR% L TStoreFront™HERAETE 5 K 512, Controller TSet-BrokerSite —
TrustRequestsSentToTheXmlServicePort $true PowerShell ¥ > KL w b ZETL X,

Federated Authentication Service 1 X =)L 93

ADFS H—/\—IZ FAS = > X k=)L L. Delivery Controller h"{S%8 & 117z StoreFront & L TH
BETBLSICIL—ILEBRLET (ZDOHITIE. StoreFront |& Delivery Controller £ [& L VM (2
YAR=ILEINTVEY) o 1VRAM—ILEBRZEBRLTIIEEL,

StoreFront 23 3

Delivery Controller DAY E a2 —42—fBEZERL. R—b M3 DUSNA VT4 VI EREL
T IS & StoreFront B HTTPS Z A9 5 & S ICH L. StoreFront DX—X 77 K L X% https: |
ZELFY,

Modify the base URL for services hosted on this deployment. For multiple senver
deployments, specify the load-balanced URL for the server group.

Base URL: | https://ddc.citrizsamldemo.net

StoreFront BN FAS H—N\—%ZFHAT 3L SICBHL (17X ~—)L XD PowerShell X 7 1)
T hEMEAR) . Azure ATREBBIICT A ML T FAS H—N—DA R N 2—T7—%FRT 3
CETAOJdAVNFAS ZEALTWA e =B L £ 9,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 131



77l —> 3 EREE—E X 2203 LTSR

File Action View Help

& Event Viewer |
[ L Custem V

=
A L Windows o
® E Applic i1, Information 5 2016 S:47:35 AM Citri. Authentication.FederatedAuthenticationSenvice MNone

i) securit (@) Information 5/31/2016 2:47:35 AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Date and Time Event ID  Task C..

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] a5 authorized by [ \DDCS]

Log Mame: Application

StoreFront 7® Citrix Gateway Z AT 3 &S ICHEBRT 3

StoreFront B> Y — )LD GUI Z{FEHHE L T. StoreFront H' Citrix Gateway = {FHH L TERsEz £
T93&5ICHEBRLE T,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

Citrix Gateway F8sE4 7> 3 > %A T BICI&. Secure Ticket Authority (STA) Z 48R L. Citrix
Gateway 7 RL 2 =B L £9,
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

StoreFront N> VT )LY A > F VRBICH LW Azure AD 7 ) r—
>avEBmT3

Dt U 3> Tld. IRTE Azure Active Directory Premium Y7 X0 Fo 3> B 93
Azure AD SAML 2.0 > > T )L Y1 74 e ERA L £ 9, Azure AD BIEY —)LT. Z3&ERL.
ZEIRLE T,

APPLICATION GALLERY »

Add an application for my organization to use | o

FEATURED APPLICATIONS (1T) NAME
Add an unlisted application miy

I CUSTOM “ organization is using | storeFront |
ALL (2626)

BUSINESS MANAGEMENT (124) Enter the name of an application you are
using, and add it to explore single sign-on

COLLABORATION (314) integration options,

COMSTRUCTION (3)
COMTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

AR L > BRPERALTWARERDO 7Y IV r—>a > %8 Z&RLT. I—Y—-AD
FLWARE LT TV r—2 3% EBL &9,

74 AV DER

TV —>3> D74 A e LTERT 378, 215 x 21587 ILOE R %= B L«
CONFIGURER—ZIC7y 7O—RLET,
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properties

APPLICATION TILE LOGO

cifrix

SAMLEBEE DR
IV —=2 3 Ay aR— ROBER—JICED. OV AoF 0K #FRL
9,

storefront

&3 DASHBOARD  USERS AND GROUPS  ATTRIBUTES  COMFIGURE

StoreFront has been added

[ Skip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure cingle sign-on access to this application,

Configure single sign-on

C ORERTIL. Microsoft Azure AD Single Sign-On|(CX/59 2 SAML 2058 fFEA L £ 95
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

isi Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

BAUFIIERDOXFHICTEEXT (Citrix GatewaylCIRIE SN BB E—HT ZHENDHD X

) o

ZDFITIE. BBURLILCitrix Gatewayth —/\— _ED*/cgi/samlauth* T 9,

COMFIGURE SINGLE SIGN-OR

Configure App Settings

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

RDR—T|ZIE. Citrix GatewayZz Azure ADNDFERAZFABE L L THER T 3 1OICFERAINBIE
WHAEENTVET,
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COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2008 1120620 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Dowmload Metadata [(XiL) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
hitps:/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5e484c62e/

SINGLE SIGN-OM SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE URL

hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

Base 64ADEfETNI-EBRAIMBEEA T >O—RF L. Y1 VFYURLEY 1 7 FURLZE O —
LEd. TN5IEETCitrix GatewayDIEREEICEE D F1F £ T,

TV r—>a>z1—4—ICBIDYTS

BREATYE 7TV ITr—oa>z8Wc LT A—H%—0 Tmyapps.microsoft.comy > b
A—IR=DICRRENBZELDICTEIETT, hld. XR—=TTITWE ., Azure AD Connect
ICE > TREBINIER A YA —THIOYMITIVERZEIDETEY, OT7HTY bHE
BATEEIH. &ituser>@\&lt;domain>/X X — > ICEHL L TLWARW =8, BRI vE> T T3
MBENRHD X7,
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storetront
&3 DasHEOARD USERS AMD GROUPS ATTRIBUTES COMNFIGURE
SHOW |AII Lzers w v 4
DISPLAY MAME USER MAME JIB TITLE DEPARTMENT ACCESS METHOD 2
Azure Admin AzureAdmin@citrixsamid.. Ma Umassigned
George User george@citrixsamldemo.net Mo Unassigned
On-Premises Directory Sy..  Syme_ADFS_21a7es060dd... Mo Unassigned
o ~ W
MyAppsX—>

TI)r—= 3 oh B EnNd . 1—1%—D <https://myapps.microsoft.com> (C7 Tt X
L7IzE &S, Azure7 75— 3> D) A MIRRENET,

B Access Panel Applicatior X+ — O *
é > O | [ELJ account.activedirectory.windowsazure.com/3) ﬁ' ‘ = &A ﬁ
Microsoft Azure george®@

applications  profile

cClfrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy
x )

Azure ADICEINLTW3HBE. Windows 10i%. O # > 31— —DAzure7 U4 —>3>
ANDIVINTA A EYR—bLET, A% )y I T3, T70HITLURNICER S
N 7=SAML cgi/samlauth WebR—JICHEEH L £,
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TG4 >F > URL

Azure ADR W a R—RODT7 V5= a3 VICED Y, 70— a > THRIERRERY VT
WA F URLADMER SN TWE T, TOURLIE. WebT SoHD) > o=RHELAED, 1—
' —% StoreFront|CBEEFE TR AX— X Za—D>a—brhAy rEERLIED T30 IC{EA
INE9,

quick glance

APPLICATION TYPE
Web application

PUELISHER
URL
SINGLE S1GN-0M URL

https:/myapps.microsoft.com signing

@ View usage report

CDURLZEWeb 7 ZUHICBED 13 T, Azure ADIC & » TELRIICHERL T 17=Citrix Gateway cgi/
samlauth WebR—JICU A A LI SN e zRBLEFd, Cnidk. gIbETonfca—4%—
ICx L TOHEEBE L« Windows 10 Azure ADEINNAOJ >t w3 VIR LTOAHI YT IV
AURBHLET, HOI—F—IFAzure ADERBHRODANERDSNE T, )

Citrix Gateway®D - > X b —JL L {8k

BRICUE—NT7I7ERT370HI1C. ZDFITIENetScaler (ERTEIXCitrix Gateway) % E1T79 35!
DOVMZFERLEFT, chidAzure X 7O BATE XY, COFITIE. NetScaler 11.00 Bring
your own Licensel] N—> 3 V& FHLE Y,

NetScaler® VMICOJ Z > L. WebT7 S UHEREIPT7 KL XIC@EIF. I—H—HEREEL 7 FIC
EEEINT-BRIE®REFERAL 9, Azure AD VMTIE. nsroot1—H—D/NRAT— REZZTET 34
ERHBCITEELTLIEETL,

A4 RAEBML. FES51E> AT 70ILOEBMNEICEREES%1EIRL. DNSUYVILN—%
Microsoft R X-r > > bO—Z—IC@lT £ 9,

Citrix Virtual Apps and DesktopstZw k7w 7 ¢ ' — RDEIT

ZOFITIE. SAMLEAE LTS Y FILEStoreFrontii 8 %28 T2 D SBHET. TDORERBAHE
BEL7=%. SAMLOJ F > RU S —%EMLE T,
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XenApp/XenDesktop Setup Wizard

What is your deployment

o,

(..
o Single Hop

oi-
¢
+
I

Client Internat Access Gatway

What is your Citrix Integration Point?
storefront [

=
% <- —
E

1ZZE D Citrix Gateway StoreFrontiRE % #IR L £ 9, Microsoft Azure TER$ 3155, CDFITIE
R— M43 TIFHR < R— b4433% B L £ 9, F7l&. Citrix GatewayEEWebt 1 ~ZR— Mg

EXEIFBIYEYTTBIEHTEED,

MetScaler Gateway Settings

MetScaler Gateway P Address®
w . 0 . 0 . 18

Port”
4433

Virtual Sarver Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 1o secure port

BRIEDTEDH. COBTIET 7AILICRFSNTVWBEIFOY —N\—IERE cBRE 7 v 7

I:I—F\L,i—é'o
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Server Certificate

Certificate Format®
[ pem ™

Certificates Fila*

|n5.citrixsamldemn.net || Browse ],|

[w Private key is password protected

Private key password

ot

AD7HOY NBEDHICKRAL>YAY N O—5—%BRT3
RXAYOAY FO—5— 37 ATy MERICERAINZ D, ZOIPTRLRA%E S5 < RS
HEICEMLET, 41 T7OVRYIRDE T4 —IL R THEFEINIERISTEL T EE 0,

Pnmary authenticabon method®

| Active Directory/LDAP ™|

IP Address*®
|1::n_u .D.12||_]IM

[] Load Balancing
Port*

| 389 |
Tirne aut (seconds]

E |

Base DN*

|CN=U5HS,DC= citrizsamldemeo DC |

Service account®

|CN=internaI3dmin.CN =Users,DC= |

|| Group Extraction
Server Logon Mame Attnbute®

|userPrindpaIName |

Password"®

Confirm Password*

||-u|-|||"-| *‘i"|0'

Secondary authentication method®

| Mone |

. [

StoreFront” F L X &8 J 3

CDBITIE. StoreFrontiISHTTPSZFER L THEBA SN TWVWS . SSLZONIILA T 3> %xiE
RLET,
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StorcFront
| mp—— .'r_:.'\“-

ddc.citrixsamldemo.net
Site Path
SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo

SCitrix/StareWeb

443

Citrix Gateway D BRI Z BT 5

Citrix Gateway|l#EHi L. I—H—RE/NAT— R TR D RINT A 2R L £ 75

C ﬂ-‘-‘-—'ﬁ sler Gateway

+ B kit citrixsamidemo’s & = &

NetScaler with Un

User nams

Fassvword

o% Citrin NetScaler VPX - Configur...

Please log on to continue.
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Citrix Gateway SAMLESEE Y R— b ZBRICT S

StoreFront CSAMLZEA T 2 AElE. tidDWebt 1 E TSAMLZER T3 AFEEMTWVWET, &
LWSAMLR > —% . X NS_TRUE TEML £,

Ceonfigure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication Type

SAML

Server®
| Aruredd E” T ?\

Expression®

| . - .
Operators = || Saved Policy Expressions - I| Frequently Used Expressions -

WS_TRUE

aETICAzure ADD S EUF L 1B ZFEHA L T, FTLUVLSAML IdPH—N—% L £ 95
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Create Authentication SAML Server 5
Create Authentication SAML Server
.
Mamea*
Azuredd
-

Authentication Type
SAML e sk ' andos kuds

IDP Certificate Mame® 255

AzureADSAML V]| + Requeste . .
Redirect URL" Exact W
291-4c20-9826-14d5e484c6 28 /saml2

Single Logout URL ntermetProtocol ~

. ntemetProtocolPassword W

291-4¢20-9826-14d5e48406 e /saml2

User Freld

userprincipalname .

Signing Certificate Name

v L
lssuer Marme -
' ) L 1

hitps:/ins, citrixsamidemeo net/Cibrx
Reject .,n:.qr:('d Asterbon”

ON v
SAML Binding®

posT V]
Default Authenticatson Group
Skew Teméming)

5

IVRY—IVRIRATLZHERETS
Azure ADICEER SN TWST7H T Y b %=ERL T, Azure ADIZEN L TUL 3 Windows 107 X &7

by 2O 4> L%, Microsoft EdgeZzi#c&# L. <https://myapps.microsoft.com> (Z#&#
LXY,

Web7 Z7H—|Z. A—H—DAzure AD7 TV —> a3 UHRREINBIET T,
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E Access Panel Applicatior » -+
—

yClg
é O Hj windowsazure.com

Microsoft Azure george®

applications  profile

cifrix
AzureStoreFront wae

©2016 Microsoft  Legal Privacy

12:28

228

ds B 01/06/2016
TAA>EI) I T B REEENT=StoreFrontth—/N\N—ICURX AL I rSNB T x2MERLE
ER

FkIC. 2T IYA>F VURLZEA L I-EHEES . Citrix Gateway 1 FADBEEEGH
Microsoft AzurelC U XA LI RSN, FECHBERODTLKB xR LE T,

REZIC. Azure ADICEBIILTVWAWIY S VHEICLURLTIHBET 2 e 2 RESEELE S (1L &
VDEHT TldAzure ADNDBBTRMGS T IL A VAAPIEIRELETT) o

&%

Azure CVMZ Y 7w T T 3ICIE. UTDOEBEF TS 3> BT IVRELNHD £,

NTVYIIPPRLAYDNS7 RLAERMHTS
Azure [FTARTD VM ICRERH TRy b (COFITIF 105*%) LD IP PRLRAZHFEL£T, BIE

Tl NTUw I IP7RLIADBRBHEIN., BWICEFINS DNS IRILICE>TEBETEX
ER
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e . - 3
Essentials ~ o AY <) Essentials ~ AR O
Resaurce group Resource group P address
citrixsamldem citrixsamidem: - SUPPORT + TROUBLESHOOTIN
Status Lacation DHS name
Running West Europe - H Auvditlogs >
Location Sub .
West Europe i Mew support request >
iith b
EMERAL
Subs e -
S
df22436f-ddfs-46ae-beTb-6479cdarefca  cilrizsamidemo/ default MG .
Y Properties >
| settings =
& Cenfigurtion >
Iuonitoring dd tiles
Menitoring ®

RESOURCE MANAGEMENT

CPU percentage

& Tags
& Locks

o Users

v | v | v

B Experttemplate

Add a section
—~

Public IP address/DNS name label @ Configuration %=3#RL £9, VM ®/NTJ w2 DNS 7
FLRZERLEY, chUd. D DNS Y —>T 71 JLTD CNAME BRICERTSE. IP7RL
ZHBEDYHTINIBETH, IRTODNS LOA—RA VM EZELLIELEITD C EZFRAL
E

Configuration

Assignment
[ynamic ERIEIIS

IP address &
40.68.28.181

Idle timeout (minutes) &

D5 name labeel (optional) @

ns-citrizsamldemo W |
swesteurope.cloudapp.azure.com

T7A47 4= (XTI —7F) #8RETS

T RADEZEVMICIE. EXaT0dI—e LTHISNZ—ED T 741 77 4+—JLIRAID
BEMICBERINES, ExXxaUTadIL—FF NTVYIIPZ7RLADSTSAR—=KIPT
RLRICEZXREIND S 70 v o aHIHIL £9, BIETIE. Azure |X RDP Z IARTD VM (ZERE
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B eEHFALET, Citrix Gateway $ KU ADFS H—/N\—%H TLS bS5 T 1 v (443) HERX
TERIRENHD FT,

VM @ Network Interfaces %z f =. Network Security Group X)Lz 2 ) w2 L9, BURE
XY RT—=O ST v O %EFAIT B K SIC Inbound security rules Z#8 L £ 9,

B RO | @ R O
Security rules
1 inbound, 0 outbound SUPPORT = TROUBLESHOOTING
ith
ubnets, 1 network interfaces B Auditiogs >
essional with MSDN & MNew support request »
ion ID
f-dafe-dae-beTb-6479cdaeefca
GemERal
All settings =
Properties >
gs =
Inbeund security >
Cutbound security ul >

B

s AV L—ILERER 1. FASDA VR M—JLEERICEET S EER) T 7LV X T,
« —HREY7R FAS BRI, BERT7—FT77F v OEFICTEHENTVET,
o INTY—) BEIE. BERIBK ORRETHRNTNTLED,
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Federated Authentication Service 2203 R

XaXy rEE

UTFDFEIE. Federated Authentication Service 2203RFa XY FOBERLTESICDOWVWTEAAL
TWET, CNSDEHICETZEMERITESICIE. RSST—RZEHEL T LT L,

Bt rE

g{l{l

B

13 Mar 2022 Federated Authentication Federated Authentication
Service 2203D#E] ) 1) —X Service 2203D#E] ) 1) —
o FHMICOWVTIE. T
fel ZBRLTEE L,
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